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Abstract. Recent developments in artificial intelligence (AI), in particular ma-
chine learning (ML), have been significantly advancing smart city applications. 
Smart infrastructure, which is an essential component of smart cities, is 
equipped with wireless sensor networks that autonomously collect, analyze, and 
communicate structural data, referred to as “smart monitoring”. AI algorithms 
provide abilities to process large amounts of data and to detect patterns and fea-
tures that would remain undetected using traditional approaches. Despite these 
capabilities, the application of AI algorithms to smart monitoring is still limited 
due to mistrust expressed by engineers towards the generally opaque AI inner 
processes. To enhance confidence in AI, the “black-box” nature of AI algo-
rithms for smart monitoring needs to be explained to the engineers, resulting in 
so-called “explainable artificial intelligence” (XAI). However, when aiming at 
improving the explainability of AI algorithms through XAI for smart monitor-
ing, the variety of AI algorithms requires proper categorization. Therefore, this 
review paper first identifies objectives of smart monitoring, serving as a basis to 
categorize AI algorithms or, more precisely, ML algorithms for smart monitor-
ing. ML algorithms for smart monitoring are then reviewed and categorized. As 
a result, an overview of ML algorithms used for smart monitoring is presented, 
providing an overview of categories of ML algorithms for smart monitoring that 
may be modified to achieve explainable artificial intelligence in civil engineer-
ing. 

Keywords: Artificial intelligence (AI), machine learning (ML), smart cities, 
smart infrastructure, smart monitoring, explainable artificial intelligence (XAI). 

1 Introduction 

In the last decade, developments within the ongoing socioeconomic digitalization 
have created the vision of smart cities, which aspires to connect all aspects of urban 
life. The basis for connecting aspects of urban life in smart cities is being built around 
contemporary and emerging technologies, such as cloud computing, the Internet of 
Things and cyber-physical systems, representing the latest chain in industrial revolu-
tion, referred to as Industry 4.0 (Acatech, 2015). A key aspect of the aforementioned 
technologies is adopting and advancing artificial intelligence (AI) techniques, which 
have proven their ability to process large amounts of data towards developing learn-



2 

ing rules, e.g. via machine learning (ML), making complex associations, and predict-
ing outcomes of complex physical processes. Although applications related to smart 
cities are expected to become a trillion-dollar market in the next five years (PWC, 
2019), the term “smart city” has not been officially defined (OECD, 2019; Johnson, et 
al., 2019). However, several key components of smart cities have already been well-
established, such as smart living, smart governance, smart citizen (people), smart 
mobility, smart economy, and smart infrastructure (Mohanty, et al., 2016).  

Smart infrastructure is of particular importance for civil engineering and provides 
the foundation for key components of smart cities (UN Economic and Social Council, 
2016). Therefore, smart infrastructure is considered the backbone of smart cities. 
Smart infrastructure is realized via smart (wireless) structural health monitoring 
(SHM) systems, referred to as “smart monitoring”, which enables timely detection of 
structural degradation, thus resulting in low maintenance, repair, and disruption costs 
(Ogie, et al., 2017). Because of aging infrastructure, smart monitoring has been gain-
ing increasing popularity for leveraging the aforementioned benefits of smart infra-
structure.  

Smart monitoring fosters automation in SHM; therefore, aspects of SHM are essen-
tial for defining objectives in smart monitoring. SHM is typically associated with 
structural condition assessment using structural response data and encompasses data 
acquisition, data communication, data analysis, data storage, and data retrieval. Spe-
cifically, data analysis leads to conclusions drawn from structural response data, with 
respect to damage detection, damage classification, damage localization, condition 
assessment, and life-time prediction (Kabalci & Kabalci, 2019). Data analysis is usu-
ally performed using data-driven models that extract information from structural re-
sponse data. While several data-driven models draw from statistical processing and 
experimental mechanics, the increasing amounts of data in long-term monitoring sys-
tems have fueled research in adopting AI algorithms for data analysis and processing. 
The intelligence inherent to AI algorithms is compatible with the automation neces-
sary for smart monitoring, as part of smart infrastructure. Moreover, several AI algo-
rithms used in smart monitoring are commonly referred to as “big data” algorithms 
and therefore serve a twofold purpose, (i) to detect patterns representing complex 
physical processes that otherwise would remain undetected, and (ii) to exploit, to the 
best possible extent, large amounts of data available in long-term SHM systems that 
are otherwise only partially utilized. 

Smart monitoring, thus smart infrastructure, has taken advantage of distributed arti-
ficial intelligence, a subfield of artificial intelligence. In particular, multi-agent tech-
nology, representing a major branch of distributed artificial intelligence, has been 
deployed to advance different fields of smart monitoring, such as dam monitoring 
(Mittrup, et al., 2003), wind turbine monitoring (Hartmann, et al., 2011), and bridge 
monitoring (Smarsly, et al., 2007). Multi-agent systems have also been reported as an 
enabling technology of self-managing smart monitoring systems (Smarsly, et al., 
2012) and process scheduling in smart infrastructure applications (Bilek, et al., 2003). 
Facilitating wireless smart infrastructure, multi-agent technology has been extended 
towards mobile multi-agent systems, as reported in (Smarsly & Law, 2013), proposed 
to enable agent-based software modules to autonomously migrate from one wireless 
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sensor node to another in an attempt to analyze smart infrastructure on demand. As 
could be demonstrated in a study presented in (Smarsly, et al., 2011), the mobile mul-
ti-agent approach leads to significantly reduced resource consumption in wireless 
smart monitoring systems, as compared to traditional approaches. Further artificial 
intelligence techniques, such as neural networks (Dragos & Smarsly, 2016), support 
vector regression (Steiner, et al., 2019) and evolutionary algorithms (Nguyen, et al., 
2007), have been implemented into smart monitoring systems in a decentralized man-
ner.  

Most recent approaches have as common ground machine learning algorithms, a 
subcategory of AI, that have been adopted for smart monitoring purposes (Smarsly, et 
al., 2016). Generally, ML algorithms in civil engineering may be distinguished by 
their application into (i) ML algorithms used for so-called surrogate modeling, where 
ML algorithms substitute conventional algorithms to achieve higher computational 
efficiency and (ii) ML algorithms used to solve abstract problems pertaining to data 
analysis, such as pattern recognition or classification problems, in which ML algo-
rithms are deployed to analyze large amounts of data to classify given signals (or 
pictures) with respect to predefined classes. 

In general, artificial intelligence algorithms, and, by extension, machine learning 
algorithms, may be categorized into symbolic AI, which includes inference and search 
algorithms using explicit symbolic programming, and into subsymbolic AI, which is 
generally considered “black-box” in terms of internal mechanisms. Subsymbolic AI, 
such as deep learning neural networks, shows good performance in analyzing com-
plex engineering problems that involve large data sets and is therefore widely used in 
smart monitoring. However, the widespread adoption of subsymbolic AI/ML algo-
rithms in smart monitoring is still limited, due to mistrust expressed by engineers 
towards the opaque inner mechanisms of subsymbolic AI/ML algorithms, and, by 
extension, to the reasoning and reproducibility of the outputs. While an explanation of 
the algorithms is inherent in symbolic AI, there is a strong need to explain subsymbol-
ic AI/ML algorithms. The need for explaining the reasoning behind decisions made 
by subsymbolic black-box AI/ML algorithms has led to the development of “explain-
able artificial intelligence (XAI)” (Gunning & Aha, 2019; Barredo Arrieta, et al., 
2019). XAI is a technical discipline aiming to comprehensibly present AI systems and 
to clarify why and how AI systems generate certain outputs (Adadi & Berrada, 2018). 

Addressing the explainability of AI/ML algorithms for smart monitoring requires a 
concise overview of existing approaches using AI/ML algorithms in smart monitor-
ing. From the broader perspective of smart cities, AI/ML algorithms for smart city 
applications have been reported in reviews and summary papers, for example by Guo 
et al. (2019) and Mohapatra (2019). Soomro et al. (2019) have reviewed big data ana-
lytics for smart cities and Martins (2018) has discussed the impact of ML algorithms 
on innovations in smart cities. Furthermore, Nosratabadi et al. (2019) have surveyed 
deep learning and ML models for smart cities. Regarding smart monitoring, Bao et al. 
(2019) have presented a review on data science approaches in SHM, and Joshuva et 
al. (2019) have reviewed machine learning algorithms for monitoring wind turbines. 
However, to the knowledge of the authors, no review has focused on categorizing 
AI/ML algorithms for highlighting the need for XAI in smart monitoring. 
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This paper essentially constitutes a preliminary step towards adapting XAI ap-
proaches for smart monitoring. By reviewing and categorizing AI/ML algorithms for 
smart monitoring and discussing general XAI concepts, an overview of which AI/ML 
algorithms used in SHM may be modified towards adopting XAI in smart monitoring 
is shown. Subsequently, the review presented herein is summarized, and a concise 
outlook on potential future work is provided. 

2 Machine learning algorithms in civil engineering 

Because of the ability to recognize and to classify patterns in large data sets, ML algo-
rithms are of increasing interest in civil engineering. In the following subsections, a 
categorization of ML algorithms is provided, and ML algorithms of particular rele-
vance to smart monitoring applications are reviewed and categorized. 

2.1 Categorization of machine learning algorithms 

The term “intelligence” in “artificial intelligence” denotes the ability of an entity to 
capture, to process, and to respond to input of different kind (Legg & Hutter, 2007). 
Extending the definition of intelligence, the term “artificial intelligence” describes the 
ability of an artificial entity (e.g., a software or computer system) to achieve specific 
goals under a variety of environmental conditions. However, to qualify as “intelli-
gent”, a system needs to possess the ability to respond to previously unknown (envi-
ronmental) conditions through learning and adaption (Hutter, 2005). In a broader 
sense, AI is the ability of a computer system to approximate the intellectuality of hu-
man beings. To mimic human behavior, Russel & Norvig (2016) have defined six 
categories of AI: machine learning, robotics, computer vision, natural language pro-
cessing, knowledge representation, and automated reasoning. 

In intelligent systems, ML helps adapt a system to new circumstances through pro-
cessing and analyzing data, extrapolating patterns, and making predictions. By com-
bining concepts of computer science with optimization and statistical concepts 
(Mohri, et al., 2018), ML essentially represents the learning processes of AI, often 
described as converting experience into expertise or knowledge (Shalev-Shwartz & 
Ben-David, 2014). In summary, ML algorithms show two distinct advantages, as 
compared to traditional algorithms (Russel & Norvig, 2016; Shalev-Shwartz & Ben-
David, 2014):  

 
1. ML algorithms operate with previously unknown (i.e., newly derived) data on 

which the system has not been trained, and  
2. ML algorithms are adaptable to changes in the data. 

 
However, ML algorithms need to learn from experience or knowledge of domain 

experts (Shalev-Shwartz & Ben-David, 2014). Depending on the type of learning, ML 
algorithms may be categorized into 
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i. supervised learning,  
ii. unsupervised learning, and  

iii. reinforcement learning,  
 

as shown in Figure 1. In supervised learning, ML algorithms use labeled input-
output pairs as training data, and the system learns based on given examples. Typical 
learning problems in supervised learning are classification and regression. In classifi-
cation, data is sorted into predefined categories, while in regression, the outputs to 
corresponding input data are calculated. In contrast to supervised learning, the train-
ing data in unsupervised learning is not labeled. A typical problem of unsupervised 
learning is clustering, where data is grouped according to commonalities. In rein-
forcement learning, no training data is provided. Instead, the system develops a strat-
egy to maximize a predefined cumulative reward. Figure 1 shows the categorization 
of AI and ML algorithms as well as the subcategories mentioned above. In addition, 
examples of ML algorithms, corresponding to the subcategories, are illustratively 
provided in Figure 1. 

 

Fig. 1. Categorization of machine learning algorithms. 

Depending on the category of ML algorithms, mixed forms of (i), (ii), and (iii) are 
likely to be used (Burkov, 2019; Salehi & Burgueno, 2018). For example, artificial 
neural networks are trained with different specifications and, depending on the pur-
pose and structure of the artificial neural network (ANN), may fit into any of the three 
categories. Therefore, the categorization presented in Figure 1 is regarded as a starting 
point to approach the basic concepts of machine learning but cannot be considered 
generally valid for any ML specification.  
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2.2 Machine learning algorithms for smart monitoring 

The application areas of machine learning in smart monitoring are manifold. This 
paper focuses on ML algorithms applied to data analysis, which, according to Bisby 
& Briglio (2005), may pursue the following goals, 
 

i. damage detection,  
ii. damage classification,  

iii. damage localization,  
iv. condition assessment, and 
v. life-time prediction, 

 
to be achieved primarily by supervised and unsupervised ML algorithms as well as 

algorithms that combine both categories. In the remainder of this subsection, ML 
algorithms addressing the above goals are reviewed, distinguishing between super-
vised and unsupervised/hybrid ML algorithms. 
 
Supervised machine learning algorithms for smart monitoring 
 
For damage detection and damage classification, support vector machines (SVM) are 
common. For example, Li et al. (2019) have identified damage based on SVMs and 
Lamb waves in smart monitoring. Gui et al. (2017) have compared different SVM-
based optimization techniques for damage detection with a Gaussian radial basis func-
tion (RBF) chosen as kernel function. Gardner et al. (2016) have proposed an RBF-
kernel based SVM, fed by a finite element-based damage model to generate output 
data, while Pan et al. (2018) have proposed a framework for data-driven structural 
diagnosis and damage detection using SVM with wavelet transform, Hilbert-Huang 
transform, and Teager-Huang transform as feature extraction methods. Ghiasi et al. 
(2016) have reported on a new kernel function for least square support vector ma-
chines using multidimensional orthogonal-modified Littlewood-Paley wavelets and a 
thin plate spline radial basis function. Abdeljaber et al. (2018) have presented an ap-
proach based on a 1-D convolutional neural network (CNN) to detect damage with 
two labeled sets of data, regardless of the size of the structure. Gunawan et al. (2018) 
have examined k-nearest neighbors (k-NN) algorithms, stating that the accuracy of 
the algorithms strongly depends on the amount of training data, which is often not 
sufficiently available for solving engineering problems in smart monitoring.  

For damage localization, Zhao et al. (2019) have presented an algorithm based on 
ANN regression using acoustic emission sensors for carbon fiber reinforced polymer 
composite materials. The training data required for the artificial neural network has 
been obtained from a finite element model.  

To advance condition assessment of smart structures, Nazarian et al. (2018) have 
combined SVMs, ANNs, and Gaussian naïve Bayes techniques to assess the condition 
of a masonry building with timber frames. The ML model has been trained by finite 
element model simulation data to relate the change of stiffness of different building 
components to intensity and location of the damage sources. 
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Aiming at life-time prediction, Sysyn et al. (2019) have addressed a railway cross-
ing based on features extracted by principal component analysis and partial least 
square regression. Hoang et al. (2018) have predicted the scour depth at bridges by 
using support vector regression, for which several feature selection algorithms have 
been combined, with the variable neighborhood search feature selection method 
providing the best outcome. 

A number of studies have been reported that aim at combinations of the data analy-
sis goals within smart monitoring, for example pursuing damage detection and dam-
age classification together. Vitola et al. (2016) have presented a combination of prin-
cipal component analysis (PCA) with k-NN and PCA with bagged trees. Vitola et al 
(2017a) have compared different k-NN algorithms to detect and to classify damage 
based on identical data sets, linked with the research conducted by Tibaduzia et al. 
(2018) and Vitola et al. (2017b), who combine PCA and k-NN components to detect 
und to classify damage of sandwich structures and composite plates. Joshuva & 
Sugumaran (2018) have compared classification and regression algorithms with re-
spect to damage detection and damage classification, including a sequential minimal 
optimization classifier, a simple logistic algorithm classifier, a multilayer perceptron 
in terms of a feedforward artificial neural network, logistic regression, and an RBF 
network. The authors have been able to define five different damage classes. Vashisht 
et al. (2018) have compared Bayesian ANNs, CNNs, and long short-term memory 
ANNs to identify and to localize damage in a cantilever beam with training data for 
the ANNs provided by finite element simulations. 

 
Unsupervised and hybrid machine learning algorithms for smart monitoring 

 
Studies applying unsupervised /hybrid ML algorithms to achieve the goals of data 
analysis in smart monitoring are less common than supervised learning approaches, 
because labeled training data is usually available in smart monitoring. For example, 
Sierra-Perez et al. (2017) have presented a multi-layer ANN-based damage detection 
methodology for strain field pattern recognition, using a hierarchical non-linear PCA 
dimensionality reduction technique. Santos et al. (2016) have improved Gaussian 
mixture models to detect and to classify damage of bridges. Senniappan et al. (2017) 
have applied fuzzy cognitive maps to categorize cracks in reinforced concrete col-
umns.  

Furthermore, Diez et al. (2016) have used a k-NN outlier detector for performing 
k-means clustering on data in an attempt to isolate and to localize damaged joints of a 
bridge. Das et al. (2019) have used Gaussian mixture models for clustering unlabeled 
data and for feature separation by an SVM-calculated hyperplane for crack mode 
classification. 
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3 Results and discussion: Towards explainable artificial 
intelligence 

The result of the review presented in the previous section is shown in Figure 2 in 
terms of an overview of ML algorithms for smart monitoring. As can be seen from 
Figure 2, the ML algorithms are assigned to the goals of data analysis in smart moni-
toring, with the thickness of the lines connecting an ML algorithm and a data analysis 
goal denoting the quantity of papers found in literature. Regardless of the ML algo-
rithm and the data analysis goal, it has been concluded that intransparency and mis-
trust in ML algorithms that are black-box in nature are hindering the widespread 
adoption of the algorithms in civil engineering practice. Particularly following the 
enforcement of the European data protection regulation, which requires comprehensi-
ble decision making in AI, the incomprehensibility of ML-based decision making 
further limits the distribution and implementation of ML algorithms.  

 

Fig. 2. Review of machine learning algorithms for smart monitoring. 
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XAI has the potential to overcome implementation obstacles and provide explana-
tions as well as additional information regarding decision-making processes, hence 
offering more comprehensible ML algorithms. However, when designing XAI-based 
ML algorithms, different levels of explanations must be considered, ranging from 
“comprehensive explanation” in case of complex subsymbolic ML algorithms to “no 
explanation” in case of symbolic ML algorithms, as implemented in expert systems 
that inherently explain themselves. Further distinctions must be made with respect to 
the experience and expertise of human individuals that are addressed by the explana-
tions, such as technicians using ML algorithms in engineering practice or computer 
scientists implementing data analysis into smart monitoring systems. 

In general, an explanation is considered a collection of human-interpretable fea-
tures, relevant to decisions provided by ML algorithms. The explainability of ML 
algorithms is often referred to as interpretability, with “interpretation” denoting a 
mapping of abstract concepts that are comprehensible for human individuals (Monta-
von, et al., 2017). Different efforts towards implementing XAI approaches have been 
reported. For example, LIME, a local interpretable explanation, presents a model-
independent approach towards approximating black-box models around any classifier 
of interest and explaining the predictions of the classifier in an interpretable manner 
(Ribeiro, et al., 2016). The layer-wise relevance propagation (LRP) algorithm for 
image classification serves as another XAI implementation example. LRP decompos-
es the classifier and iterates the relevance of each layer of a network backwards, start-
ing with the output prediction (Bach, et al., 2015). Aiming to explain autonomous 
decisions made by smart monitoring systems with respect to sensor fault diagnosis, 
Fritz (2019) has implemented an XAI approach that extends deep learning NNs cou-
pled with blockchain technology. In summary, representing an open research problem 
in smart city applications, it can be concluded that explanations must be adapted to 
the goal of data analysis, to the level of explainability, and to the target audience. 

4 Summary and conclusions 

Smart infrastructure is a key component of smart cities and requires smart monitoring 
to achieve more reliable, durable, and cost-efficient infrastructure as compared to the 
past. Smart monitoring is a combination of SHM and AI algorithms. ML algorithms, a 
subcategory of AI algorithms, are used to automatically analyze sensor data. Howev-
er, the black-box nature of ML algorithms typically used in smart monitoring, alt-
hough efficient in analyzing sensor data, causes intransparency and mistrust expressed 
by engineers, thus hindering the exploitation of the ML full potential in engineering 
practice.  

XAI is supposed to enhance the transparency, thus the confidence, in ML algo-
rithms. Drawing from trends in current ML applications for smart monitoring, this 
paper has presented a preliminary step towards adapting XAI approaches in smart 
monitoring. ML algorithms commonly deployed to smart monitoring have been re-
viewed and XAI approaches have been presented, proposed to overcome the obstacles 
of incomprehensibility of ML algorithms. For smart monitoring, ML algorithms may 
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require different levels of explanations based on their purpose and the human individ-
uals addressed. In conclusion, the overview of ML algorithms in smart monitoring 
provided in this paper has demonstrated that an in-depth analysis of explainability and 
levels of explanation for ML algorithms is required to advance smart monitoring and 
smart city developments. 
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