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Abstract  

 

Recent developments in smart sensing technologies have fostered the wide-spread utilization of smart 

city applications, which rely on Internet of Things (IoT) frameworks to work efficiently. The terms 

“smart city” and “IoT framework”, however, have been given several definitions, without consensus. 

Consequently, definitions of the terms “smart city” and “IoT framework” need to be condensed, 

consolidating concepts and guidelines of smart cities and IoT frameworks, as will be shown in this 

study. In addition, a systematic survey of IoT frameworks for smart city applications is presented, 

summarizing and comparing the technologies and architectures of IoT frameworks for smart city 

applications. As a result of this study, trends in IoT frameworks for smart city applications and a 

definition of the term “smart city” are provided. Materializing the findings achieved in this study, an 

abstract IoT framework concept for smart city applications is proposed. It is expected that the definition 

of the term “smart city” may be used as a basis for a generally accepted formal definition and that the 

proposed IoT framework concept may provide a strong foundation for successful IoT framework 

implementations in the context of smart city applications. 
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List of acronyms 

2G/3G Second/third generation of wireless mobile telecommunications 

6LoWPAN IPv6 over low-power wireless personal area networks 

AMQP Advanced message queuing protocol 

BLE Bluetooth low energy 

BS/BSI British Standards Institution 

CoAP Constrained application protocol 

DDS Data distribution service 

DNS Domain name system 

DNS-SD DNS-based service discovery 

ETSI European Telecommunications Standards Institute 

HTTP Hypertext transfer protocol 

IPv4/IPv6 Internet protocol v4/v6 

ISO International Organization for Standardization 

ITU International Telecommunication Union 

LTE Long-term evolution wireless mobile telecommunications 

mDNS Multicast DNS 

MQTT Message queuing telemetry transport 

MQTT-SN MQTT for sensor networks 

NFC Near-field communication 

REST Representational state transfer 

RFID Radio-frequency identification 

UNE Spanish Association for Standardization 

XMPP Extensible messaging and presence protocol 

 

1 Introduction 

Smart city applications have spread around the world, due to the advancements of information and 

communication technologies (ICT) and the increase of population in urban areas. Ever since 1993, when 

the city-state of Singapore was described as an intelligent city by Heng and Low [1], smart cities have 

been discussed, without a formal definition. Several terms have been used thereafter, such as “intelligent 

city”, “information city”, “digital city”, and “ubiquitous city”. The term “intelligent city” represents an 

advanced form of a city based on innovation, collective intelligence, and artificial intelligence. The 

terms “information city” and “digital city” are mainly based on ICT as the main tool to deliver services. 

Furthermore, ICT is also extended into the concept of “ubiquitous cities”, derived from the ubiquity of 
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data availability for users [2]. However, the different terms share the same concepts and are related to 

each other [3]. Generally, smart cities aim to use innovative technologies to enhance urban services, 

improving life quality for the citizens in a user-friendly way [4]. The definitions of the term “smart city” 

converge on ICT as a key enabler. In this regard, one key ICT element of smart cities are networked 

infrastructures [3]. An example of networked infrastructure commonly used in smart city applications 

is the Internet of Things (IoT), which may be referred to as a world-wide network of interconnected 

devices (things) which may be addressed uniquely, based on standard communication protocols [5]. 

 

For over a decade, IoT has been present in research and industry, being part of Industry 4.0. 

Representing a trend towards automation and sensing using cyber-physical systems, Industry 4.0 

facilitates self-organization of services, individualization of products, adaptation to human needs, and 

corporate social responsibility [6]. IoT integrates billions of devices that may be coupled through the 

Internet, interconnecting smart cities and the citizens [7]. Several surveys have covered IoT topics and 

technologies, such as platforms [8, 9], security [10], architectures [11], and communication and network 

protocols [11]. IoT technologies include middleware, network protocols, communication protocols, 

gateways (or edge technology), and sensor nodes. IoT frameworks consolidate the use of the IoT 

technologies, defining the architecture of IoT systems and the relationships between the IoT 

technologies and satisfying user needs. However, the heterogeneity of technologies hinders straight-

forward implementations of IoT frameworks in smart cities. 

 

Despite the considerable research efforts undertaken in the fields of smart cities and IoT in the last 

decade, the definitions of “smart city” and “IoT framework” are diverse and have no consensus. In 

addition, the variety of IoT frameworks for smart city applications cause difficulties in selecting the 

most appropriate IoT framework for a specific smart city application, thus generating either under-

performing results or over-head and additional costs. Therefore, both problems may hinder the success 

of implementations of IoT frameworks for smart city applications. 
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Several literature surveys have been carried out regarding IoT frameworks and smart cities. Working 

definitions of the term “smart city”, as well as smart city applications, the characteristics of smart cities, 

and the application domains of smart cities, such as smart mobility and smart governance, have been 

surveyed [4, 12–15]. Other efforts have focused on smart energy management and energy harvesting in 

smart cities, proposing new paradigms and examples of smart power grid management and HVAC 

system management [16]. Existing IoT technologies used in smart cities, with emphasis specifically put 

on technical aspects of smart cities, such as middleware, hardware and network protocols, have been 

surveyed and compared [12, 13, 17]. In addition, some of the surveys have presented challenges and 

opportunities for smart cities. Main challenges are security and privacy of the citizens, heterogeneity of 

IoT devices and IoT middleware, and scalability and reliability of the IoT [12]. 

 

Although some surveys present different technical aspects of IoT frameworks, a gap is identified. 

Surveys present technologies, current and possible applications, and cities with IoT framework 

implementations in specific application domains. Nevertheless, survey have not fully dwelled in the 

technologies and architectures used by IoT frameworks for smart city applications, which is the main 

goal of the survey conducted in this study. The remainder of this study is structured as follows. Section 

2 introduces concepts and guidelines of smart cities and IoT frameworks. Section 3 presents the survey 

methodology pursued during the survey process and the survey of IoT frameworks for smart city 

applications, summarizing and comparing the elements of the sensing, middleware, and application 

layers. Section 4, upon discussing the results of the survey of IoT frameworks, presents a definition of 

the term “smart city” and introduces a novel IoT framework concept for smart city applications to 

overcome the current limitations identified in this study. Finally, Section 6 provides conclusions drawn 

from the results achieved in this study.  
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2 Concepts and guidelines 

To conduct the survey on IoT frameworks for smart city applications, smart city concepts and IoT 

framework concepts are analyzed. First, working definitions are presented according to peer-reviewed 

literature. Thereupon, a basis for new definitions is set through the concepts of each term. Finally, 

examples of guidelines for smart cities and IoT frameworks are presented.  

 

2.1 Smart city concepts 

For the sake of clarity, this subsection, illuminating smart city concepts, is subdivided into smart city 

definitions and smart city domains. 

 

Smart city definitions 

he term “smart city” first appeared in 1993 as an element of global cities and was defined as an 

intelligent city that portrays a technopolis and hard infrastructure [1]. Thereafter, the term “intelligent 

city” gained popularity and definitions of the term “intelligent city” began to appear. For example, 

Komninos [18] has defined intelligent cities as territories with high capacity for learning and innovation, 

built upon the creativity of their population, institutions of knowledge creation, and digital infrastructure 

for communication and knowledge management. After the appearance of the term “intelligent city”, 

several other terms, all sharing key elements, have been coined, such as “digital city”, “knowledge city”, 

and “smart city”. The key elements of a smart city, according to Hollands [3], are 

 

(i) Networked infrastructures, including transport, business services, housing, and ICT,  

(ii) Business-led urban development,  

(iii) E-Governance, and  

(iv) Social and environmental sustainability.  
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Similarly, the key elements that make up a smart city, according to Nam and Pardo [19], are technology, 

humans, and institutions. The technology element involves using ubiquitous and pervasive concepts and 

the active engagement and collaboration of the public and private sector, schools, and citizens. The 

human element describes an environment where life-long learning, social equality, creativity, open-

mindedness, and public participation of the citizens is possible and encouraged. Finally, the institutions 

element interconnects the government with citizens, communities, and businesses, thus generating 

growth, innovation, and progress. In this regard, Nam and Pardo [19] have mentioned that the 

institutions element should be transparent and engage citizens in decision making and participation. 

 

More recently, the term “smart city” has been defined by Caragliu et al. [20] as a city that invests in 

human and social capital and traditional and modern networked infrastructure, fueling a sustainable 

economy and a high quality of life, managing natural resources wisely, through the political 

participation of citizens. Furthermore, Zygiaris [21] has interpreted the term “smart city” as an 

intellectual ability that addresses innovative socio-technical and socio-economic aspects of growth. 

Both aspects lead to four concepts:  

 

 “Green” as in urban infrastructure for environment protection and reduction of CO2 emission  

 “Interconnected” as in revolution of broadband economy  

 “Intelligent” as in the capacity to process and produce added value from sensor-based city data 

 “Innovative” as in the ability to innovate based on knowledgeable and creative human capital 

 

Another definition of smart city, proposed by Nam and Pardo [19], compares a city to a living organism, 

in which infrastructure is equivalent to the skeleton and the skin, telecommunication networks to the 

nerves, sensors and tags to the sensory organs, ubiquitous embedded intelligence to the brain, and 

software to the knowledge and cognitive competence.  
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On the one hand, most definitions have focused on using information and communication technologies 

to empower and optimize infrastructure, energy consumption, environment and waste management, and 

mobility. On the other hand, some definitions have focused on the humane aspect of the city, where 

education, social inclusion, governance, creativity, and the citizens are the primary factors. Based on 

the previous statements, it becomes clear that a consensus on the definition of the term “smart city” is 

necessary. 

 

Smart city domains 

everal attempts have been undertaken to define the domains that constitute smart cities. Giffinger et al. 

[22] have described a smart city as a city that performs well in six domains, smart economy, smart 

people, smart governance, smart mobility, smart environment and smart living, building upon 

endowments and active participation of citizens. Building upon the six domains proposed by Giffinger 

et al. [22], Neirotti et al. [23] have added smart buildings to the list, highlighting how all of the domains 

need to work together as a city is a single organic whole. Chourabi et al. [24] have established eight 

domains of a smart city: Management and organization, technology, governance, policy context, people 

and communities, economy, built infrastructure, and natural environment. Since several authors have 

proposed different sets of domains, Albino et al. [25] have surveyed and described several proposals of 

domains of a smart city, including the aforementioned lists of domains. The authors have mentioned 

that the most common elements that emerge from the proposed domains are (i) networked 

infrastructures enabling political efficiency and social development, (ii) promotion of urban 

development and growth via economy and culture, (iii) social inclusion, and (iv) the wellbeing of the 

natural environment. 

 

Smart city domains may be categorized as soft domains and hard domains [23]. Soft domains refer to 

the intangible characteristics of smart cities, such as smart citizens and smart living. Hard domains refer 

to the tangible characteristics, such as smart environment and smart mobility. Soft domains, being 

intangible, are more difficult to measure than hard domains. Thus, a city may be more motivated to 

invest in hard domains, because the results are easier to measure. Consequently, an explanatory analysis 
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provided by Neirotti et al. [23] have identified a negative correlation between smart cities investing in 

the soft domains and smart cities investing in the hard domains. The explanatory analysis has found that 

a smaller percentage of cities invest in the soft domains, compared to the higher percentage of cities that 

invest in the hard domains. Nevertheless, the decision to develop a domain of a smart city will depend 

on the necessities and country-specific factors of a city.  

 

On closer observation, an aspect of critique regarding smart cities has been identified. Many cities have 

been self-proclaimed as smart cities for promotional purposes, prioritizing informational business 

interests while hiding a growing social polarization [3]. Therefore, a fundamental challenge for smart 

cities, according to Law and Lynch [4], is to lead to fair outcomes for all citizens. Human individuals 

and living beings in general, as well as the urban context, should be prioritized when designing smart 

cities. Technologies, such as IoT frameworks, must facilitate the ease of life and convenience of 

communities, imitating the natural growth of the specific urban space. To this end, the following 

subsection presents IoT framework concepts, subdivided into definitions and architectures. 

 

2.2 IoT framework concepts 

The Internet of Things is a paradigm that has gained considerable attention in the last two decades. IoT 

devices (i.e., “things”), interconnected in a world-wide network, are uniquely addressable based on 

standard communication protocols, such as WiFi, Bluetooth, or mobile networks [5]. IoT leverages on 

the availability of heterogeneous “things” and solutions to connect the “things”, providing a shared 

global-scale information base, supporting the design of applications that involves, at virtual level, both 

people and representations of the things [26]. IoT elements, such as IoT devices and IoT middleware, 

require a framework to orchestrate the interactions. Therefore, IoT frameworks function as agents 

between IoT elements and serve as application interfaces to enable interaction between the IoT elements 

[27]. Uviase and Kotonya [28] have described IoT frameworks as being capable of supporting up to 

billions of devices, facilitating ease of testing and development, providing a user-friendly environment 

to develop and test new functionalities, and offering a lightweight implementation easily installable and 
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updatable. The remainder of this subsection is subdivided into IoT framework definitions and IoT 

framework architectures. 

 

IoT frameworks definitions 

The term “IoT framework”, due to the lack of a proper definition, has been used interchangeably with 

the terms “IoT platform” and “IoT middleware”. For example, as stated before, Cheruvu et al. [27] have 

defined an IoT framework as the communication intermediary between one or more IoT elements. 

Ammar et al. [10] have defined an IoT framework as a structure that coordinates and controls processes 

conducted by various IoT elements. Guth et al. [29] have described an IoT middleware as the IoT 

element responsible for receiving data from devices, processing the data, providing the data to 

applications, and sending commands to be executed by actuators. Regarding the term “IoT platform”, 

Ray [8] has defined IoT platforms as enablers of advanced services by interconnecting physical and 

virtual IoT elements based on interoperable information and communication technologies. The 

intermediation between the different IoT elements surfaces as the general idea in the aforementioned 

definitions. Therefore, a foundation should be laid for defining “IoT framework” and disambiguate the 

terms “IoT framework”, “IoT middleware”, and “IoT platform”. 

 

Regarding information and communication technologies, platforms refer to environments (hardware 

and software) in which software applications are hosted and executed. Middleware refers to software 

applications that provide services to other software applications. Finally, frameworks refer to software 

environments that provide application-specific software that enables a specific functionality. Therefore, 

the terminology may be adapted to the IoT framework concept. Consequently, IoT platforms host the 

IoT middleware, and IoT frameworks provide the environment that enables the communication between 

IoT middleware and other IoT elements, such as applications, sensors, and actuators. 
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IoT framework architectures 

Because of the large number of heterogeneous devices the Internet of Things integrates, flexible layered 

IoT framework architectures are necessary to connect the physical and digital world [11]. Figure 1 

shows two examples of IoT framework architectures. Figure 1a presents a three-layered IoT framework 

architecture approved by the [30]. The three-layered IoT framework architecture is comprised of 

application layer, networking and data communications layer, and sensing layer. Figure 1b depicts the 

IoT framework architecture proposed by Guth et al. [29], which is closely related to the three-layered 

architecture proposed by the IEEE shown in Figure 1a. The IoT integration middleware layer of Guth 

et al.  is analogous to the networking and data communications layer of the IEEE Internet Initiative . 

The sensing layer of the IEEE Internet Initiative is equivalent to the gateway, device, and sensor and 

actuator layers of Guth et al.. Merging both architectures into a single IoT framework architecture, a 

more general three-layered architecture may be achieved, composed of sensing layer, middleware layer, 

and application layer, described as follows.  

 

 

Figure 1. Three-tiered IoT framework architecture proposed by the IEEE Internet Initiative [30] (a) 
and IoT framework architecture proposed by Guth et al. [29] (b). 

 

 Sensing layer: The sensing layer, also referred to as perception layer or object layer, integrates 

the physical devices, i.e., hardware (such as sensors, actuators, sensor nodes and gateways) of the 

IoT framework. Sensors act as measurement tools of the physical environment and convert the 
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measurements into electrical signals. Actuators control physical objects, based on commands 

received from sensor nodes. Sensor nodes are usually resource-constrained, optimized for low 

energy consumption, have sensors and actuators connected, either by wires or by wireless 

connection, and may perform local processing. In addition, sensor nodes form sensor networks, 

communicating with other sensor nodes and with gateways. Sensor networks are scalable and 

highly dynamic, thus requiring availability, reliability, and quality of service. Gateways (or edge 

technology) collect the data from sensor nodes and may perform data aggregation and data 

processing algorithms. Finally, gateways and sensor nodes communicate with the middleware 

layer, via network protocols, such as WiFi, 2G/3G, and Long-Term Evolution (LTE). 

 

 Middleware layer: The middleware layer comprises the software that connects the sensing and 

application layer [9], intermediating the communication between the sensing and application 

layer. In addition, the middleware layer processes and stores the data received from the sensing 

layer. Thus, security borders are required to protect the middleware layer against unauthorized 

access from either the application or the sensing layer, encrypting data and limiting access to 

authorized users and devices. Razzaque et al. [31] list the following functional requirements of 

the middleware layer: 

 

o Resource discovery: Registration of IoT devices 

o Resource management: Management of the status of the IoT devices 

o Data management: Storing and processing of data received from the sensing layer  

o Event management: Generation of alerts and scheduling of tasks 

o Code-upgrade management: Remote upgrading of firmware of IoT devices  

 

As with the sensing layer, the middleware layer requires scalability, availability, and reliability. 

Scalability is the capability of accommodating growth of IoT devices and applications/services 

involved in the IoT framework. Availability in the middleware layer involves the ability to 

support different IoT devices and protocols, enabling interoperability in the sensing layer. 
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Reliability refers to remaining operational during the life cycle of the IoT framework, even during 

failures and errors. 

 

 Application layer: The application layer serves diverse-domain applications that may require 

delivery of data, either in real time or in a delayed manner. The applications allow users 

visualizing and analyzing data and, via the middleware layer, sending commands to the sensing 

layer [28]. Additionally, the application layer aims to utilize the components of the sensing and 

the middleware layer to control the specific physical environment [29]. Therefore, the application 

layer must provide security and protection against unauthorized users or devices, as well as 

protection from data-privacy leakage. 

 

Because several communication and network protocols are available for IoT, Al-Fuqaha et al. [11] have 

listed the most prominent IoT protocols used in the three-layered IoT framework architecture, as shown 

in Table 1. It should be noted that the protocols shown in Table 1 have been updated according to recent 

developments.  

 

Table 1. Most prominent IoT protocols, as listed by Al-Fuqaha et al. [11]. 

Protocol type Protocol 

Communication DDS, CoAP, AMQP, MQTT, MQTT-SN, XMPP, 
HTTP REST 

Service discovery mDNS, DNS-SD 

Middleware layer network protocol IPv4/IPv6, 6LoWPAN 

Sensing layer network protocol 2G/3G/LTE, BLE, 6LoWPAN, 
IEEE 802.15.4, Z-Wave, RFID 

 

2.3 Guidelines related to smart cities and IoT frameworks 

Due to the variability of smart city applications, guidelines suggest ways to implement smart city 

applications and the best practices to follow. Therefore, this subsection presents the main results of an 

analysis of guidelines for both smart cities and IoT frameworks by means of two illustrative examples, 
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namely guidelines presented by the European Innovation Partnership on Smart Cities and Communities 

(EIP-SCC) and the Smart Cities Council Australia New Zealand (SCCANZ). Both guidelines are 

exemplarily illuminated due to the completeness of the implementation process and the standard 

recommendation, respectively. 

 

2.3.1 European Innovation Partnership on Smart Cities and Communities (EIP-SCC) 

EIP-SCC [32] have published a guideline, the Smart city guidance package: A roadmap for integrated 

planning and implementation of smart city projects, which proposes steps required to implement smart 

cities. The guideline is built upon the experiences and expertise of cities, businesses, citizens, research 

institutes, and non-governmental organizations that work together in the EIP-SCC. The guideline 

proposes seven steps listed below, each step including a checklist, a “how-to” for every item of the 

checklist, stakeholders, and examples of methodologies and successful implementations. 

 

1. Envision: Long-term vision and objectives are developed or adjusted. In addition, possibilities 

for collaboration within the city are explored.  

2. Decide and commit: The long-term vision is materialized as a strategy. The parties decide and 

commit on how to start preparing the plan for the smart city implementation.  

3. Plan: Based on the strategy of the previous step, a plan with concrete actions, targets, 

milestones, and key performance indicators (KPI) is elaborated. 

4. Do: The actual implementation of the plan is performed. Adjustments, alterations, and 

amendments are expected. 

5. Check: The progress is monitored, based on the KPI established in the plan step. If problems 

surface, solutions are explored. 

6. Act: Solutions to the problems in the previous step are implemented. 

7. Replicate and scale up: Experience is shared and communicated, facilitating replication and 

upscaling of successful solutions. 
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2.3.2 Smart Cities Council Australia New Zealand (SCCANZ) 

The Smart Cities Council Australia New Zealand [33] has developed a guideline, the Best practice guide 

– Smart cities standards, detailing the smart city standards available globally. The guideline categorizes 

the standards into smart cities, sustainable communities, IoT, and building information modeling (BIM). 

Furthermore, the standards are grouped into three levels, (i) strategic level, (ii) process level, and (iii) 

technical level. Strategic-level standards are of relevance to the city leaders, whereas process-level and 

technical-level standards are of relevance to people in management positions. Table 2 presents examples 

of cities and countries that, according to the guideline, have adopted standards in the smart city 

implementation process. Table 3 shows a matrix of the standards reported by the guideline, grouped 

vertically by category and horizontally by standard level. 

 

Table 2. Standards adopted by cities and countries, as reported by the Smart Cities Council Australia 
New Zealand [33] 

City/Country Standards implemented in the city/country 

India BSI PAS 181, Smart City Framework 

Melbourne ISO 37120 

Johannesburg ISO 37120 

London BSI PAS 180, BSI PAS 181, BSI PAS 182, BSI PAS 183, BSI PAS 184, BSI PD 
8100, BSI PD 8101, BS 8904,  

BS 11000, BS BIP 2228 

Dubai ITU Focus Group on Smart Sustainable Cities 

South Korea ISO/TC 268 

Singapore 3 Types of IoT standards, ISO, ITU defined standards 
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Table 3. Standards matrix by category and standard level, as reported by the Smart Cities Council 
Australia New Zealand [33] 

Category Strategic standards Process standards Technical standards 

Smart cities BSI PAS 180:2014 

BSI PD 8100:2015 

BSI PD 8101:2014 

ISO 37101:2016 

ISO 37120:2014 

ISO/IEC 30182:2017  

ISO/TR 37150 

ISO/TR 37152 

BSI PAS 181:2014 

BSI PAS 182:2014 

BSI PAS 183:2017  

BSI PAS 184:2017 

ETSI GS OEU 019 V1.1.1 

ETSI TR 103 290 V1.1.1 

 

UNE 178303 

ETSI TS 104 001 V2.1.1 

Sustainable 
communities 

BSI 8904:2011 

ISO/TR 37121:2017 

ISO 37102:2016 

ISO 14001 

ISO 20121 

ISO 50001 

ISO 16745-1:2017 

ISO 16745-2:2017 

IEEE Standard 1547.3 

IPWEA Model LED 
Public Lighting 
Specification 

IoT  ISO 27001 BSI PAS 212:2016 

IEEE Standard 1686  

ISO 8000-8:2015 

ISO/TS 8000-1:2011 

ISO/TS 8000-150:2011 

Building 
information 
modeling 

(BIM) 

 ISO 16739 BSI 1192:2007+A2:2016 

BSI 1192-4:2014  

BSI 8536-1:2015 

BSI 8536-2:2016  

BSI PAS 1192-2:2013 

BSI PAS 1192-3:2014 

BSI PAS 1192-5:2015 

ISO 15686  

ISO 16739:2013 

ISO 29481-1:2016 

ISO/TS 12911:2012  

 

Having presented concepts of smart cities and IoT frameworks as a basis for the survey of IoT 

frameworks for smart city applications, the following section will present the survey results. 
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3 Results of the survey of IoT frameworks for smart city applications 

This section surveys IoT frameworks for smart city applications. First, the methodology pursued during 

the survey process is presented. Second, the domains are described on which research, so far, has put 

primary emphasis. Finally, the survey of IoT frameworks for smart city applications, summarizing and 

comparing the IoT elements of the sensing, middleware, and application layers is detailed. 

 

3.1 Methodology 

The survey methodology consists of three steps, (i) data collection, (ii) data organization, and (iii) data 

analysis. The data collection involves studies indexed in the Web of Science Core Collection as well as 

conference papers indexed in the Scopus database. In an initial search, 37 indexed studies were found, 

which involved IoT frameworks in smart city applications. Next, a forward and backward search has 

been carried out on each of the results of the initial search, entailing 17 additional studies for a total of 

54 studies. Then, in the data organization step, the IoT elements described in the studies have been 

tabulated, according to the concepts presented in Section 2. Finally, an analysis of the organized data 

has been carried out, as presented in the following subsections. 

 

3.2 Smart city domain applicability 

Smart cities are constituted by seven domains, as will be presented in Subsection 4.2. Although several 

studies report IoT frameworks that are created for being applied to all smart city domains [34], most 

IoT frameworks for smart city applications are usually situated in one of the seven domains. Some 

studies cannot easily be categorized, as the IoT frameworks may involve aspects of more than one 

domain. For example, some studies focus on monitoring elderly citizens, where elderly citizens are 

trained to use and interact with the IoT devices required for data collection (smart citizens) and the IoT 

framework provides health benefits to the users (smart living) [35]. Other examples include monitoring 

traffic congestion (smart mobility) and environmental pollution (smart environment) [36].  
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Table 4 presents the categorization of IoT frameworks into the smart city domains, with a visual 

representation shown in Figure 2 Hard domains are presented in green and soft domains are presented 

in purple. It can be observed that 50 studies apply to the hard domains of a smart city (i.e., smart 

mobility, smart environment, and smart infrastructure) because, as described earlier, hard domains are 

the most invested on. The soft domains only account for eight of the studies (i.e., smart economy, smart 

governance, smart citizens, and smart living), and ten studies present IoT frameworks that may be 

applied to all domains of a smart city. 

 

Table 4. Categorization of IoT frameworks into the smart city domains. 
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Murty et al. [37] X        

Lea and Blackstock [38] X        

Bellagente et al. [39]       X  

Carrillo et al. [40]       X  

Datta et al. [41] X        

Kamilaris et al. [42]  X       

Latre et al. [36] X     X  X 

Pasini et al. [43]       X  

Mainetti et al. [44]     X    

Pacheco et al. [45]       X  

Khan et al. [46]     X    

Brincat et al. [47]      X   

Han et al. [48]        X 

Jokinen et al. [49] X        

Basso et al. [50]       X  

Rinaldi et al. [51]       X  

Sembroiz et al. [52]       X X 

Anjana et al. [53]       X  

Dong et al. [54]       X  

Gil-Castineira et al. [55]     X    
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Rathore et al. [56] X        

Sanchez et al. [57]     X X X X 

Gheisari et al. [58] X        

Verdouw et al. [59]  X       

Hassan et al. [60]     X    

Tao et al. [61]       X  

Yassine et al. [62]       X  

Han et al. [63]       X  

Chen et al. [64]        X 

Badii et al. [65] X        

Mulero et al. [35]    X X    

Filippi et al. [66]   X X     

Rahman et al. [67]  X       

Sotres et al. [68]      X  X 

Wang et al. [69]       X  

Tripathy et al. [70]     X    

Tripathy et al. [71]     X X  X 

Cenedese et al. [72]        X 

Santos et al. [73]      X  X 

Catarinucci et al. [74]     X    

Lazarescu [75]        X 

Tesoriere et al. [76]      X   

Mrozek et al. [77]    X X    

Verma et al. [78]     X    

Hussain et al. [79]     X    

Calderoni et al. [34] X        

Maatoug et al. [80]       X  

Jayaraman et al. [81]  X       

Bustamante et al. [82] X        

Campos et al. [83]        X 

Badii et al. [84]      X   

Chang et al. [85]     X   X 

Roduit et al. [86]       X  

Lohokare et al. [87]       X  
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Figure 2. Categorization of IoT frameworks into the smart city domains. 

 

3.3 IoT elements of the IoT frameworks 

As shown in Figure 1, the structure of an IoT framework generally consists of three layers, each layer 

providing services and functions within the framework. The following subsections present a quantitative 

summary and comparison of the IoT elements of the sensing, middleware, and application layer. Based 

on the summary and comparison, Section 4 then presents a qualitative analysis in the form of results 

and discussion.  

 

3.3.1 Sensing layer 

The sensing layer provides functionality for using sensors and actuators. IoT devices collect and process 

data through sensors. Subsequently, the IoT devices, via network and messaging protocols, transmit the 

data in specific data structures to the middleware layer. Moreover, elements of the real world may be 

controlled by actuators connected to the IoT devices. To this end, control signals are transmitted from 

the middleware layer to the corresponding IoT devices of the sensing layer. 
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The sensing layer of an IoT framework may be defined to work with any or with specific IoT devices. 

Table 5 presents the IoT devices that may be used in the sensing layer of the IoT frameworks surveyed 

in this study, with a visual representation shown in Figure 3. It is important to point out that IoT 

frameworks may use more than one IoT device type in the sensing layer. Thus, the sum of all IoT devices 

used in the IoT frameworks is greater than the total number of IoT frameworks surveyed in this study. 

It can be observed that 16 IoT frameworks have defined the sensing layer to be able to work with any 

IoT device, providing interoperability to the whole framework. Arduino is the favored vendor-specific 

IoT device type, as ten IoT frameworks have been designed to work with Arduino devices. Smartphones 

have been used in nine IoT frameworks, mainly due to the sensors incorporated in modern smartphones. 

Raspberry Pi-based IoT devices have been reported in seven IoT frameworks, mostly as gateways 

between other IoT devices and the middleware layer. Finally, 16 studies have reported other types of 

IoT devices, and six studies did not specify the IoT devices. 

 

Table 5. IoT device types used in the sensing layer of IoT frameworks. 

IoT framework A
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ev
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ne
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N
/A

 

Murty et al. [37]     X  

Lea and Blackstock [38]   X    

Bellagente et al. [39]      X 

Carrillo et al. [40] X X     

Datta et al. [41]   X    

Kamilaris et al. [42]   X    

Latre et al. [36]   X    

Mainetti et al. [44] X X  X   

Pacheco et al. [45] X X     

Khan et al. [46]  X     

Brincat et al. [47]     X  

Han et al. [48]      X 

Jokinen et al. [49]      X 

Basso et al. [50]     X  
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Rinaldi et al. [51]      X 

Anjana et al. [53]   X    

Dong et al. [54] X      

Gil-Castineira et al. [55]    X   

Rathore et al. [56]   X    

Sanchez et al. [57]     X  

Gheisari et al. [58]   X    

Verdouw et al. [59]      X 

Hassan et al. [60]    X   

Tao et al. [61]   X    

Yassine et al. [62]   X    

Han et al. [63]   X    

Chen et al. [64]     X  

Badii et al. [65]   X    

Mulero et al. [35]    X   

Filippi et al. [66] X      

Rahman et al. [67]    X X  

Sotres et al. [68]       

Wang et al. [69]     X  

Tripathy et al. [70]      X 

Tripathy et al. [71]     X  

Santos et al. [73]  X  X X  

Catarinucci et al. [74]     X  

Lazarescu [75]     X  

Tesoriere et al. [76]     X  

Mrozek et al. [77]    X   

Verma et al. [78]    X X  

Hussain et al. [79] X   X X  

Calderoni et al. [34] X    X  

Maatoug et al. [80]   X    

Jayaraman et al. [81] X  X    

Bustamante et al. [82]   X    

Campos et al. [83]  X     

Badii et al. [84] X X X    

Chang et al. [85] X      

Roduit et al. [86]     X  

Lohokare et al. [87]   X    
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Figure 3. IoT device types used in the sensing layer of IoT frameworks. 

 

IoT devices make use of predefined network protocols, based on the design and hardware of the IoT 

device, that may affect the interoperability of an IoT framework. Therefore, an IoT framework should 

be designed to work with the majority of network protocols. Table 6 presents the network protocols 

used in the sensing layer of the IoT frameworks, with a visual representation shown in Figure 4. As with 

the IoT devices, IoT frameworks may use more than one network protocol, thus the sum of all network 

protocols compatible with the IoT frameworks is greater than the total number of studies surveyed 

herein. In the studies, the trending network protocol is WiFi, with 15 IoT frameworks offering 

compatibility with it, followed by Zigbee, Bluetooth, and 3G/4G/5G, which have been reported in 13 

studies each. In recent years, 6LoWPAN has gained popularity due to the low-power consumption and 

long-range communication capability, which explains the usage of this network protocol in eleven 

studies.  
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Table 6. Network protocols used in the sensing layer of the IoT frameworks. 

IoT framework Z
ig

be
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6L
oW

P
A

N
/L
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F

ID
 

N
F
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W
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3G
/4

G
/5

G
 

O
th

er
 

Murty et al. [37]      X   

Bellagente et al. [39]        X 

Carrillo et al. [40]   X     X 

Latre et al. [36]  X X     X 

Pasini et al. [43]        X 

Mainetti et al. [44]   X  X X X  

Pacheco et al. [45]      X   

Brincat et al. [47]  X       

Han et al. [48]       X  

Jokinen et al. [49] X X       

Basso et al. [50] X        

Sembroiz et al. [52] X X X      

Anjana et al. [53] X     X   

Dong et al. [54]  X       

Gil-Castineira et al. [55]      X   

Rathore et al. [56] X     X X  

Sanchez et al. [57]   X  X X X X 

Gheisari et al. [58]         

Verdouw et al. [59]    X  X X X 

Hassan et al. [60]   X      

Tao et al. [61] X  X X  X X  

Yassine et al. [62] X X X   X   

Han et al. [63] X X X   X   

Mulero et al. [35]   X    X  

Filippi et al. [66]       X  

Rahman et al. [67] X  X   X X  

Sotres et al. [68]     X    

Tripathy et al. [71]  X     X  

Cenedese et al. [72]  X       

Santos et al. [73]      X X X 

Catarinucci et al. [74]  X  X    X 

Lazarescu [75]       X  

Tesoriere et al. [76] X   X     
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Mrozek et al. [77]      X   

Verma et al. [78]   X    X  

Hussain et al. [79] X  X X     

Calderoni et al. [34]     X    

Maatoug et al. [80] X X  X X    

Roduit et al. [86] X        

Lohokare et al. [87]      X   

 

 

Figure 4. Network protocols used in the sensing layer of the IoT frameworks. 

 

IoT devices may have resource constraints and limited power-supply availability. Nevertheless, low-

power consumption seems to lack focus, as only six studies have addressed this topic: Software and 

hardware optimizations have been proposed, such as extended sleep mode [59], hardware component 

disablement [83], and software optimizations [68]. In addition, other studies have proposed the use of 

batteries with an additional solar-power energy supply to recharge the batteries [57, 75].  

 

3.3.2 Middleware layer 

The middleware layer is used to provide the data recorded by the sensors of the sensing layer to the 

application layer or to forward control signals from the application layer to the actuators connected to 

IoT devices in the sensing layer. Therefore, the middleware layer establishes a connection between IoT 
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devices of the sensing layer and users or third-party systems of the application layer. The middleware 

layer is also responsible for consistent data storage in IoT frameworks. Within the middleware layer, 

basic services, accessible by the sensing and the application layer, are provided. Table 7 presents the 

services that are provided by the middleware layer in the IoT frameworks surveyed in this study, with a 

visual representation shown in Figure 5; the description follows in the subsequent paragraphs.  

 

Table 7. Services provided by the middleware layer of the IoT frameworks. 
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Murty et al. [37]     X X X   X   X   

Lea and Blackstock [38]   X X X X X       X 

Carrillo et al. [40]       X X X       X 

Datta et al. [41]     X X X           

Kamilaris et al. [42]   X X X X X       X 

Latre et al. [36] X X X X X   X     X 

Pasini et al. [43]                     

Mainetti et al. [44]   X       X       X 

Pacheco et al. [45]                   X 

Khan et al. [46] X                   

Brincat et al. [47]           X   X X X 

Han et al. [48] X       X     X   X 

Jokinen et al. [49]   X X X X X     X X 

Basso et al. [50] X   X X X X     X X 

Rinaldi et al. [51]     X X X           

Sembroiz et al. [52] X         X         

Anjana et al. [53] X X X X X X X       

Dong et al. [54]     X X X X     X X 

Gil-Castineira et al. [55]     X X X           

Rathore et al. [56]   X X X X     X   X 

Sanchez et al. [57] X X X X X X X     X 
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Verdouw et al. [59]         X         X 

Hassan et al. [60] X     X X       X X 

Tao et al. [61] X X X X X X       X 

Yassine et al. [62] X X     X X   X   X 

Han et al. [63] X X     X X   X   X 

Chen et al. [64]     X   X X       X 

Badii et al. [65]     X X X       X X 

Mulero et al. [35] X X X X X       X X 

Filippi et al. [66]         X X       X 

Rahman et al. [67]   X       X   X X X 

Sotres et al. [68] X X X X X X X     X 

Tripathy et al. [70]       X X X         

Tripathy et al. [71]                   X 

Cenedese et al. [72]         X           

Santos et al. [73]         X     X X X 

Catarinucci et al. [74]   X     X X     X X 

Lazarescu [75]     X X X X         

Tesoriere et al. [76]         X X       X 

Mrozek et al. [77] X X     X X   X     

Verma et al. [78]     X X X X   X X X 

Hussain et al. [79]   X                 

Calderoni et al. [34]       X X X       X 

Maatoug et al. [80]     X X X X       X 

Jayaraman et al. [81] X X X X X X       X 

Bustamante et al. [82]   X X X X X       X 

Campos et al. [83]     X X X X   X   X 

Badii et al. [84] X X X X X X   X X X 

Chang et al. [85]         X X   X   X 

Roduit et al. [86] X   X X X X     X X 

Lohokare et al. [87] X X   X X X       X 
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Figure 5. Services provided by the middleware layer of the IoT frameworks. 

 

Persistent and available data storage is a basic service in most IoT frameworks for smart city 

applications. As such, the service that has been provided the most by the middleware layer is database 

management, being provided in 42 IoT frameworks. Access to data provided through the database 

management system of IoT frameworks must be limited due to security and privacy reasons. To this 

end, in 38 IoT frameworks surveyed in this study, an authentication service has been provided to limit 

the access to data and administrative services of the middleware layer. An example of administrative 

services provided in the middleware layer is event and alert management, which should only be 

programmed by authorized users and has been offered in 33 IoT frameworks. Another aspect of data 

security is encryption. Encrypted data transfer is a security measure that the middleware layer should 

provide. Fulfilling the encryption security requirement, 14 IoT frameworks have mentioned including 

encryption functions for data transfer and storage.  

 

Smart city applications may require using heterogeneous IoT devices. Therefore, the middleware layer 

of IoT frameworks may provide resource management and resource discovery, to manage and register 

IoT devices being used. Resource management and discovery has been made available in 30 and 26 IoT 

frameworks, respectively. Since IoT devices may be varied, 21 IoT frameworks surveyed in this study 

provide interoperability (heterogeneity) services, such as ontology services [61]. As mentioned 

previously, smart city applications may require using heterogeneous IoT devices and the amount of IoT 
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devices can be in the order of hundreds or thousands [57]. Thus, IoT frameworks for smart city 

applications should be scalable to manage the growing amount of (heterogeneous) IoT devices being 

connected. In the IoT frameworks surveyed in this study, 18 IoT frameworks have provided scalable 

solutions.  

 

In connection with the current state of the art, it is expected that some IoT frameworks have been 

designed to use machine learning methods. From the IoT frameworks surveyed in this study, 12 IoT 

frameworks incorporate services to enable machine learning. Finally, the service that has been provided 

the least is upgrade management; only one IoT framework has an integrated upgrade manager. 

 

Since the middleware layer of IoT frameworks is in charge of mediating the communication between 

the sensing layer and application layer, messaging protocols have to be adopted to specify the ways the 

two layers communicate with the middleware layer. Table 8 shows the messaging protocols that have 

been adopted in the IoT frameworks surveyed in this study, with a visual representation shown in Figure 

6. Overall, the middleware layer can be designed based on two approaches. On the one hand, the 

middleware layer of the IoT frameworks exposes only specific IoT devices compliant with specific 

messaging protocols, for security and interoperability reasons. On the other hand, the middleware layer 

of the IoT frameworks may expose any messaging protocol, allowing to integrate devices of the sensing 

and application layer from different manufacturers into the IoT frameworks. In this study, 26 IoT 

frameworks have adopted the HTTP/S messaging protocol, in accordance to trends in the ICT industry. 

Furthermore, 15 IoT frameworks have adopted the MQTT messaging protocol, which is useful in smart 

city applications, in which hundreds or thousands of IoT devices are connected, and broadcasting of 

messages is necessary. The other IoT frameworks in this study have used the protocols CoAP, AMQP, 

Websockets, and others, as presented in Table 8.  
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Table 8. Messaging protocols adopted by the middleware layer of the IoT frameworks. 

IoT framework H
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Lea and Blackstock [38] X           

Bellagente et al. [39] X           

Carrillo et al. [40] X       X   

Datta et al. [41]           X 

Latre et al. [36] X   X       

Pasini et al. [43] X           

Mainetti et al. [44]           X 

Khan et al. [46]   X         

Brincat et al. [47] X X         

Jokinen et al. [49] X           

Basso et al. [50]   X   X     

Rinaldi et al. [51] X X   X     

Sembroiz et al. [52] X X         

Dong et al. [54] X X         

Sanchez et al. [57] X           

Verdouw et al. [59] X         X 

Hassan et al. [60] X           

Yassine et al. [62]   X X X X   

Han et al. [63]   X X X X   

Chen et al. [64]   X         

Badii et al. [65] X X X X X   

Mulero et al. [35] X           

Rahman et al. [67] X           

Sotres et al. [68] X           

Cenedese et al. [72]     X       

Santos et al. [73] X         X 

Catarinucci et al. [74] X   X       

Lazarescu [75]           X 

Mrozek et al. [77] X       X   

Hussain et al. [79] X           

Calderoni et al. [34] X       X   

Jayaraman et al. [81]           X 

Bustamante et al. [82] X X X   X   

Campos et al. [83] X X X       

Badii et al. [84] X X       X 

Roduit et al. [86]   X   X     

Lohokare et al. [87] X X X       
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Figure 6. Messaging protocols adopted by the middleware layer of the IoT frameworks. 

 

3.3.3 Application layer 

The application layer serves to provide an interface for users/applications or third-party systems to 

interact with IoT elements of the IoT framework via the middleware layer. Interfaces for users are 

normally materialized as applications on end devices, such as desktop computers or mobile devices, 

enabling evaluation and visualization of data and providing control of actuators connected to IoT 

devices in the sensing layer. Within the application layer, data from the sensing layer may be visualized 

and analyzed by means of dashboards and data science tools. Furthermore, commands for actuators 

connected to IoT devices may be sent, enabling users to interact with the physical world.  

 

Interfaces for end users may be categorized into three types, (i) web interfaces, (ii) mobile application 

interfaces, and (iii) personal computer (PC) application interfaces. On the one hand, web interfaces are 

developed for any type of device capable of executing a web browser and are hosted in web servers, 

reducing the memory and processor footprint in the device executing the interface. On the other hand, 

mobile and PC application interfaces are developed for specific mobile devices or software platforms. 

Mobile and PC applications are usually made available via software repositories, software stores, or 

software services that are available on the target system. In addition, sometimes it is also possible to 

install mobile applications directly on the target system. One advantage of developing mobile 

application interfaces for specific software and hardware platforms over web and PC application 
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interfaces is the possibility to use integrated peripherals in the platform as sensors. In this case, devices 

connected to the application layer, primarily intended to provide a user interface, may also be part of 

the sensing layer of the IoT framework, allowing integrated sensors and actuators to be deployed. Table 

9 presents the interfaces used in the application layer of the IoT frameworks surveyed in this study, with 

a visual representation shown in Figure 7. Web interfaces and mobile application interfaces are most 

favored, being enabled in 29 studies each. PC application interfaces are only used in four studies. 

 

Table 9. Interfaces enabled in the application layer of the IoT frameworks. 

IoT framework 
Web 

interface 

Mobile 
application 
interface 

PC 
application 
interface 

Murty et al. [37] X     

Bellagente et al. [39] X X   

Carrillo et al. [40] X     

Kamilaris et al. [42]   X   

Latre et al. [36] X     

Pasini et al. [43]     X 

Mainetti et al. [44]   X   

Khan et al. [46]   X   

Brincat et al. [47] X     

Han et al. [48] X X   

Rinaldi et al. [51] X     

Anjana et al. [53] X X   

Dong et al. [54] X X   

Gil-Castineira et al. [55] X X   

Sanchez et al. [57] X X   

Verdouw et al. [59] X   X 

Hassan et al. [60] X X   

Tao et al. [61]   X   

Chen et al. [64] X     

Badii et al. [65] X X   

Mulero et al. [35] X     

Filippi et al. [66] X X   

Rahman et al. [67]   X   

Sotres et al. [68] X X   

Tripathy et al. [70]   X   

Tripathy et al. [71]   X   
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Cenedese et al. [72] X     

Santos et al. [73]   X   

Catarinucci et al. [74] X X   

Lazarescu [75] X X   

Tesoriere et al. [76] X X   

Mrozek et al. [77] X X X 

Verma et al. [78] X X   

Hussain et al. [79]   X   

Calderoni et al. [34] X X X 

Maatoug et al. [80]   X   

Jayaraman et al. [81] X     

Bustamante et al. [82] X     

Campos et al. [83] X X   

Badii et al. [84] X X   

Chang et al. [85]   X   

 

 

Figure 7. Interfaces enabled in the application layer of the IoT frameworks. 

 

Data delivery in the application layer may be executed in real time or on demand, based on the need of 

users and the objective of the IoT framework. Table 10 presents the type of data delivery used in the 

studies, with a visual representation shown in Figure 8. It is observed that, with 33 studies, the majority 

of applications involve real-time data delivery, while on-demand data delivery is implemented in 21 

studies. 
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Table 10. Data delivery in the application layer of the IoT frameworks. 

IoT framework On demand Real-time 

Murty et al. [37]   X 

Carrillo et al. [40] X X 

Kamilaris et al. [42]   X 

Latre et al. [36]   X 

Pasini et al. [43] X X 

Khan et al. [46]   X 

Brincat et al. [47]   X 

Han et al. [48]   X 

Basso et al. [50] X X 

Anjana et al. [53]   X 

Dong et al. [54]   X 

Rathore et al. [56] X X 

Sanchez et al. [57] X X 

Yassine et al. [62] X X 

Han et al. [63] X X 

Chen et al. [64] X X 

Badii et al. [65]   X 

Mulero et al. [35] X   

Rahman et al. [67]   X 

Sotres et al. [68] X X 

Tripathy et al. [70]   X 

Tripathy et al. [71]   X 

Cenedese et al. [72] X   

Santos et al. [73] X X 

Catarinucci et al. [74] X X 

Lazarescu [75] X X 

Tesoriere et al. [76] X X 

Mrozek et al. [77] X X 

Verma et al. [78] X X 

Hussain et al. [79]   X 

Calderoni et al. [34] X   

Bustamante et al. [82] X X 

Campos et al. [83]   X 

Badii et al. [84] X X 

Chang et al. [85]   X 

Roduit et al. [86] X X 
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Figure 8. Data delivery in the application layer of the IoT frameworks. 

 

4 Discussion and implications 

This section presents the results of the survey of IoT frameworks for smart city applications. First, the 

findings and trends of each layer of the IoT frameworks surveyed in this study are discussed. Second, a 

definition of the term “smart city” is suggested, alongside seven smart city domains, to be used as a 

basis for a generally accepted formal definition of a smart city. Finally, a novel IoT framework concept 

for smart city applications is proposed, based on the findings of the survey, in an attempt to provide a 

strong foundation for successful IoT framework implementations in the context of smart city 

applications. 

 

4.1 Discussion of the survey 

This subsection discusses the results of the survey process of each layer, i.e., sensing layer, middleware 

layer, and application layer of the IoT frameworks, which have been presented in Section 3. 

Discussions on each individual layer are developed and presented. Findings and trends observed during 

the survey process are presented, and strengths and weaknesses are identified. 

 

In the sensing layer, a variety of different devices are used, as shown in Figure 3. In recent years, 

microcomputers and single-board computers have gained popularity in industry and research, which is 

reflected in the results of the survey, where many IoT devices of the sensing layer are Arduino-based 
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and Raspberry Pi-based. Furthermore, on the one hand, several IoT frameworks propose a sensing layer 

where any or most IoT devices may be used, rendering the IoT frameworks heterogeneous and attractive 

for utilization in different smart city applications. On the other hand, other IoT frameworks propose 

proprietary and self-assembled IoT devices, in Figure 3 labelled “others”, restricting the use of the IoT 

devices to the IoT framework that the IoT devices were designed for. In addition, smartphones are 

popular in the sensing layer of IoT frameworks for smart city applications, probably due to the ease of 

access, user friendliness, compact system design, and integrated sensor technology. Regarding network 

protocols used by the IoT frameworks in the sensing layer, WiFi, ZigBee, Bluetooth and 3G/4G/5G are 

used most, which may be due to the high commercial availability of hardware compatible with these 

network protocols. For example, WiFi modules often include hardware compliant with Bluetooth or the 

3G/4G/5G standard. It has been found that RFID is not popular in the IoT frameworks surveyed in his 

study, in spite of low cost and high availability of RFID technology. The low popularity may be 

attributed to the short range of communication. NFC, based on RFID technology, is a relatively new 

network protocol in the consumer sector, primarily used in smartphones for data transmission tasks. 

Thus, the incorporation of NFC in smartphones may be the reason for the use in the sensing layer of the 

IoT frameworks surveyed in this study. 

 

In the middleware layer, data storage for smart city applications is the most important (and mostly 

offered) service in the IoT frameworks surveyed in this study. Owing to the database management, 

historic data is stored and provides information for data analytics and machine learning algorithms, 

which are increasingly used in the IoT frameworks surveyed in this study. Historic data may help 

identify patterns in citizen activities and in the environment. Problems and threats may be analyzed and 

correlated with other historic data, revealing possible solutions in case of future occurrences. In addition, 

IoT device administration requires storing data required to provide information about entities registered 

in the IoT frameworks. Many frameworks provide resource discovery and management, allowing a 

dynamic configuration of IoT devices, while advancing system robustness. However, it has been found 

that less than half of the IoT frameworks surveyed in this study target interoperability and scalability. 

The lack of interoperability and scalability reduces the capability of the middleware layer of handling 

different sensing technologies, different communication protocols, high quantities of sensors registered 
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in the IoT framework, and demands of high processing power. It has also been identified that a few IoT 

frameworks, the majority being testbeds, target code management, revealing another caveat regarding 

the possibility of updating the functionality of the sensing layer remotely.  

 

Regarding security, authentication is a fundamental service for the IoT middleware layer of IoT 

frameworks for smart city applications. Authentication is offered in most IoT frameworks surveyed in 

this study, providing data privacy and user access control. In addition, data should be encrypted in case 

of data hijacking or authentication breaches. Nevertheless, encryption is offered seldom, revealing 

security vulnerabilities in most IoT frameworks surveyed in this study. 

 

The middleware layer of the IoT frameworks surveyed in this study offer a variety of messaging 

protocols. It has been found that the most popular messaging protocols are HTTP/S and MQTT, which 

goes in accordance to technology trends. CoAP has not been used frequently, in spite of being developed 

specifically for constraint devices. The lack of popularity of CoAP may be due to not being standardized, 

which in turn may make it difficult to integrate with different technologies. As such, the middleware 

layer of IoT frameworks should implement standardized messaging protocols, facilitating the 

integration of different technologies. 

 

Finally, in the application layer, web and mobile application interfaces have been observed to be equally 

enabled, while PC application interfaces are the least used type of interface. The difference between 

web and mobile application interfaces and PC application interface may be justified by the increased 

use of web applications and mobile phones in recent years. In addition, data delivery in the application 

layer of IoT frameworks tends towards real-time delivery of data. As such, real-time data encryption 

becomes more important, to provide improved security and data privacy. 
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4.2 Proposed smart city definition 

In this subsection, the definition and concepts of smart cities are discussed. A definition of the term 

“smart city” and seven smart city domains are suggested, aiming to provide a basis for a generally 

accepted formal definition of a smart city. 

 

As has been observed in the survey, a smart city should be able to optimize the use and exploitation of 

both tangible and intangible characteristics (hard and soft domains of smart cities). In addition, the 

implementation of a smart city differs depending on the region and the political situation. Therefore, the 

following smart city definition is suggested:  

 

A smart city is a city, which provides transparency and an optimal setting for the development of the 

citizens, the economy, and the environment, using information and communication technologies in 

harmony with politics, infrastructure, natural resources, and human capital. 

 

Alongside the smart city definition, seven smart city domains are proposed, building upon the 

characterizations introduced by Giffinger et al. [22], Lombardi et al. [88], and Neirotti et al. [23], as 

follows: 

 

 Smart economy: Innovation, entrepreneurship, productivity and flexibility of labor market, and 

integration in the national and international market  

 Smart governance: Political participation of citizens, public and social services, and 

transparent governance 

 Smart citizens: Educational level, social integration and plurality, lifelong learning, creativity, 

flexibility, and participation in public life 

 Smart living: Quality of life, such as cultural facilities and activities, healthcare, safety, 

housing, and tourism 



 

38 

 Smart mobility: Local and international accessibility, sustainable, innovative and safe transport 

systems, live traffic congestion management, and smart parking  

 Smart infrastructure: Smart energy grids, smart buildings, public and private lighting, smart 

monitoring, waste management, smart cleaning, and comfort monitoring 

 Smart environment: Attractive natural conditions, pollution, environmental protection, 

sustainable resource management, and sustainable resource management 

 

It must be emphasized that, depending on the perspective, the domains may not be clearly delimited. 

For example, from the civil and environmental engineering perspective, smart infrastructure may be 

merged with smart environment. Figure 9 shows a visual representation of the smart city domains 

presented in this paper.  

 

 

Figure 9. Characteristics of a smart city associated with the hard and soft domain. 

 

4.3 An abstract IoT framework concept 

Based on the survey results presented above, an abstract IoT framework concept for smart city 

applications is proposed, in an attempt to address the needs of smart city applications and to provide a 

strong foundation for successful IoT framework implementations. Figure 10 shows the proposed IoT 

framework concept, building upon the results and discussion presented in Sections 3 and 4, respectively. 

The main aspects addressed by the IoT framework concept are decentralization, autonomy, security, 
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and modularity. In the middleware layer, a decentralized service approach is suggested, hosted in a 

cloud and coordinated by a decentralized-service directory. The basic services are presented in Figure 

10 as ellipses, with an additional ellipse representing other services that may be required, such as 

machine learning and ontologies; services of the middleware layer and the other layers are enabled to 

request functions, and the directory forwards the request to the corresponding decentralized service. 

Due to cloud hosting and decentralization, it is possible to provide scalability, availability, reliability, 

and modularity. The sensing layer should be able to integrate all types of IoT devices, from smartphones 

to single-board computers. In the case of IoT devices with low processing power, a gateway is proposed, 

enabling local processing capabilities and autonomy. Furthermore, all IoT devices should be capable of 

using encryption mechanisms when transmitting private user data, securing data in case of 

communication hijacking. Finally, in the application layer, encryption mechanisms are used when 

transmitting private user data, as in the sensing layer. In addition, the application layer provides a user 

interface capable of changing the processing logic of the sensing layer via the code management service 

provided in the middleware layer. 
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Figure 10. IoT framework concept for smart city applications proposed in this study. 

 

5. Conclusions and future work 

In this study, a survey of IoT frameworks for smart city applications has been presented, summarizing 

and comparing the technologies and architectures of IoT frameworks for smart city applications. In 

addition, definitions of the terms “smart city” and “IoT framework” have been presented, based on 

existing concepts and guidelines, and best practices regarding IoT frameworks and smart cities have 

been discussed, complemented by an abstract IoT framework concept proposed based on the results of 

the survey. 

 

IoT frameworks follow, in general, a three-layered architecture composed of sensing layer, middleware 

layer, and application layer. The communication between the layers requires strong security measures 

to protect data of being violated by unauthorized third parties. Although several IoT frameworks are 

available in the market, not all frameworks are suited for smart city applications. Special attention needs 
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to be paid to decentralization, autonomy, security, and modularity in smart city applications. In addition, 

interoperability and hardware/software dependency has to be taken into account when implementing 

IoT frameworks for smart city applications, to offer a platform that copes with the heterogeneity of 

components, avoids vendor lock-in, and supports seamless use of different sensor data formats. Last, 

but not least, hardware and software capabilities and limitations of the IoT technologies have to be taken 

into account to address the user needs.  

 

As a result of this study, the term “smart city” has been defined denoting the provider of transparency 

and an optimal setting for the development of the citizens, the economy, and the environment, using 

information and communication technologies in harmony with politics, infrastructure, natural resources, 

and human capital. The definition covers the definitions and concepts of current research and sets a 

foundation for further research. Furthermore, a novel IoT framework concept is proposed targeting the 

limitations of exciting frameworks and taking into account technology trends. 

 

Future research may be conducted in regards of power consumption and energy harvesting to extend 

sensor autonomy, enabling long-lasting smart city applications. Furthermore, data integration needs to 

be addressed, preferably via the inclusion of ontologies or sensor markup languages in the middleware 

layer. Finally, as the field of IoT frameworks for smart city applications is rapidly evolving, it must be 

emphasized that the active participation of city administrations is recommended in the process of 

choosing and implementing IoT frameworks for smart city applications. 
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