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Abstract: Over the last centuries, human activities have had a significant impact on the environment, usually 
damaging and exploiting land, water bodies, and air all around us. With the advent of the Internet of Things (IoT) 
and machine learning (ML) in recent decades, developments in smart sensing and actuating technologies have 
been adopted for the environment. As such, interactions between humans and the environment have become more 
synergetic and efficient, creating so-called “smart environments”. In recent years, smart environments, such as 
smart homes, smart farms and smart cities, have matured at an increasing rate. Therefore, keeping track of 
applications for smart environments has become an important aspect of research. Although several research efforts 
have targeted reviewing aspects of smart environments, such as technologies, architectures, and security, a gap is 
identified. Reviews focusing on approaches using a combination of IoT and ML in smart environments/cities are 
lacking. In this chapter, a systematic review of the combination of IoT and ML in smart environments is presented. 
Moreover, a summary of approaches to combine IoT and ML in smart environments is provided. The findings 
achieved in this chapter materialize into recommendations for the implementation of IoT and ML in smart 
environments. It is expected that the recommendations may be used as a basis for successful implementations of 
IoT and ML in smart environments. 
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1 Introduction 
 

Human activities have had an impact on the environment over the last centuries, damaging and exploiting land, 
water bodies, and the air around us. Urban areas cover around 2% of the surface of the earth while accounting for 
approximately 75% of the world’s natural resources [1]. However, recent developments in smart sensing and 
actuating technologies, such as Internet of Things (IoT) and machine learning (ML) algorithms, are key enablers 
of monitoring and control activities, sensing and acting upon the environment. Interactions between humans and 
the environment have become more synergetic and efficient, creating so-called “smart environments”. Smart 
environments have to ability to obtain knowledge from the surroundings and to act and adapt according to the 
needs of the inhabitants, improving the experience of living beings in the smart environments [2]. As such, smart 
environments, such as smart homes, smart farms and smart cities, have been developing at increasing growth rates 
in recent years. Therefore, keeping track of applications for smart environments has become an important aspect 
of research. 

Several surveys have covered the usage of IoT in smart environments, focusing on different aspects and fields. 
Security aspects of smart environments, such as intrusion detection systems, have been reviewed, providing 
insights into security vulnerabilities in IoT architectures for smart environments [3]. Information and 
communication technology (ICT) aspects of smart environments have also been thoroughly reviewed, covering 
networking technologies and standards [2], platforms and frameworks [4], communication technologies and 
architectures [5], and the integration of augmented reality with IoT [6]. Other reviews have focused on specific 
fields of smart environments, such as the adoption of smart devices in waste management in smart cities [7]. 
Nevertheless, ML algorithms, representing a driving technology of smart environments, have not been the focus 
of reviews in the field of IoT and smart environments. Thus, a review focusing on approaches that combine IoT 
and ML, representing innovative cornerstones of smart environments, is lacking. In this chapter, research related 
to the combination of IoT and ML in smart environments/cities is reviewed. Approaches used to combine both 
technologies are summarized and compared, revealing insights into aspects of the implementation and efficiency. 

The remainder of the chapter is structured as follows. Section 2 presents concepts related to smart environments 
and machine learning, as a basis for the review process. Section 3 summarizes and compares the results of the 
review of approaches that combine IoT and ML in smart environments. Section 4 discusses the results of the 
review and the implications on future research. Finally, Section 5 provides conclusions and potential future work 
obtained from the results of this chapter. 
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2 Smart environments, Internet of Things, and machine learning concepts 

 

This section introduces the basic concepts necessary to perform the systematic review of the combination of IoT 
and ML in smart environments. First, smart environment concepts are elaborated. Thereupon, concepts of IoT and 
ML are presented. 

 

2.1 Smart environments 

 

Smart environments are the link between computers and everyday settings and tasks, powered by recent advances 
in ML, IoT, and pervasive computing [8]. The four main features of smart environments are (i) remote control of 
devices, (ii) device communication, (iii) information acquisition and dissemination from intelligent sensor 
networks, and (iv) enhanced services provided by intelligent devices. Remote control of devices is the most basic 
feature of smart environments, freeing humans from the necessity of physically interacting with devices. 
Subsequently, device communication allows machine-to-machine (M2M) communication, using standardized 
protocols and retrieval of information from Internet sources, thus building informed models of smart 
environments. Following, information acquisition and dissemination from intelligent sensor networks provide the 
ability to perform automated adjustments in smart environments, based on sensor readings and device 
communication. Finally, enhanced services provided by intelligent devices offer advanced capabilities, such as 
washing machines equipped with smart sensors that determine appropriate washing cycle times. 

Smart environments can be subdivided according to the application domains. The main application domains 
include smart cities, smart homes, smart buildings, smart health, smart grids, smart transportation, and smart 
industries (also referred to as “smart factories”) [2]. The application domains are characterized by varying 
characteristics, such as personal or business use and single-user or multi-user oriented [5]. Therefore, the 
aforementioned application domains will be taken during the review process to categorize studies involving the 
combination of IoT and ML in smart environments. 

 

2.2 Internet of Things 

 

The IoT is a paradigm in which IoT devices, denoted also as “things”, are interconnected in a worldwide network. 
As such, IoT is powered by the use of heterogeneous IoT devices, enabling the design of applications that involve 
virtually both humans and IoT devices [9]. A scalable, layered IoT architecture is necessary to connect the physical 
and the digital world, as IoT applications may involve a large number of heterogeneous IoT devices [10]. Figure 
1 shows an example of an IoT architecture, based on the architecture proposed by Guth et al. [11], with an 
additional vertical layer of security, contemplating the recent needs in data privacy and security. The application 
layer serves the visualization and analysis of data as well as the control of the IoT devices of the sensing layer. 
The IoT integration middleware layer comprises data storage, business logic, and the definition of networking and 
communication protocols, as well additional services, such as alerts and machine learning algorithms. The sensing 
layer includes IoT edge gateways, IoT devices, and sensors and actuators, which interact with the real world. 
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Figure 1. IoT architecture with an additional security layer. 

 

2.3 Machine learning 

 

Machine learning is a subfield of computer sciences and a branch of artificial intelligence. Essentially, ML studies 
computer algorithms that learn and improve by using data, gaining experience, and generalizing knowledge [12]. 
ML algorithms observe data from datasets, build ML models based on the data and use the ML models to formulate 
hypotheses aiming to solve problems and to automate tasks [13]. Furthermore, ML algorithms, according to [13], 
may be categorized into three categories: (i) supervised learning, (ii) unsupervised learning, and (iii) reinforcement 
learning.  

In supervised learning algorithms, datasets used to train ML models require a target feature, which can be labels 
in classification problems or numerical values in regression problems. In unsupervised learning algorithms, 
datasets used to train ML models lack a target feature and, as such, the ML model attempts to identify patterns 
and relationship between elements of the datasets (also referred to as datapoints). In reinforcement learning 
algorithms, outputs of the ML model are evaluated according to scoring functions and datasets are continuously 
updated with new datapoints, thus improving the knowledge of the algorithm through an iterative process. Finally, 
some ML algorithms combine supervised and unsupervised learning algorithms, called semi-supervised learning 
algorithms, and are capable of improving the performance of ML models in cases where only few datapoints are 
labeled. Consequently, in semi-supervised learning, only a small number of datapoints are labeled and a large 
number of datapoints are unlabeled.  

Having presented the basic concepts of smart environments, IoT and ML, the following section presents the results 
of the review of the combination of IoT and ML in smart environments.  

 

3 Results  

 

This section reviews the combination of IoT and ML in smart environments. First, the methodology pursued during 
the review process is presented. Second, the quantity of studies reviewed herein, and the mean citation count are 
summarized for each smart environment domain. Finally, the review of the combination of IoT and ML in smart 
environments is detailed by domain, summarizing, and comparing the ML algorithms used in the studies, the IoT 
layer in which the ML algorithms are implemented, and the problem solved by the ML algorithms. 

The review methodology follows three steps, (i) data collection, (ii) data organization, and (iii) data analysis. The 
data collection step involves searching for journal papers indexed in the Web of Science Core Collection as well 
as journal papers and conference papers indexed in the Scopus database. In an initial search, 1020 indexed studies, 
published between 2016 and 2021 and involving IoT, ML and smart environments, have been found, using the 
search string (("smart environment*" OR "smart cit*" OR "smart home*" OR "smart grid*" OR "smart building*" 
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OR "smart transportation" OR "smart health" OR "smart industr*" OR "smart factor*") AND "machine learning" 
AND "IoT"). Next, the 100 most representative papers have been chosen, based on citation count. However, 29 
papers lacked description of the ML algorithms used in the studies or presented the terms in the abstract but did 
not dwell in the topic in the full text. Consequently, the 29 studies have been omitted, entailing 71 studies to 
review. Then, in the data organization step, the IoT and ML characteristics described in the studies have been 
tabulated, according to the concepts presented in Section 2. Finally, an analysis of the organized data has been 
carried out, as presented in the remainder of this section.  

 

Figure 2 presents the predominant terms in the abstracts of the studies in the form of a word cloud, where common 
multi-word terms in ICT have been joined as a single word. The primary predominant terms are “Internet of 
Things”, “data”, and “smart”, which highly relate to the topic being reviewed. Terms related to the field of machine 
learning follow in predominance, where “deep learning”, “machine learning”, “detection” and “model” have 
secondary predominance. 

 

 

Figure 2. Predominant terms in the abstracts of the papers reviewed in this study. 

 

The papers reviewed in this study are grouped by domain, and the mean citation count is presented in Table 1, 
ordered by study count. It may be observed that smart cities and smart homes are the domains targeted most in 
smart environments, each with 18 studies, and the smart industries domain, with 2 studies, is the least targeted 
domain. Regarding the mean citation count, the most cited studies, with a mean of more than 40 citations, belong 
to the smart cities and smart grids domains, corroborating the interest of research and industry in both domains. 
Furthermore, smart transportation and smart homes follow, having a mean of more than 30 citations. The least 
cited studies belong to the smart buildings and smart industries domains. Having presented a general summary of 
the studies by domain, the following subsections present, by domain, a quantitative summary and comparison of 
the ML algorithms used in the studies, the IoT layer in which the ML algorithms are implemented, and the problem 
solved by the ML algorithms. 
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Table 1. Quantity of studies and mean citation count for each smart environment domain. 

Domain  Study count Mean citations 

Smart cities 18 44.6 

Smart homes 18 31.6 

Smart buildings 10 17.5 

Smart health 9 26.1 

Smart grids 7 40.4 

Smart transportation 7 35.9 

Smart industries 2 19.0 

 

3.1. Smart cities 

 

Smart cities represent the broadest smart environment domain, encompassing the other smart environment 
domains. Therefore, studies involving the combination of IoT and ML in smart environments – with a broad 
covering scope, such as network intrusion detection and environmental monitoring – will mainly fall in this 
domain. Table 2 presents the studies targeting the smart cities domain grouped by machine learning type, data 
processing task, and algorithm. It may be noticed that supervised classification tasks have been preferred, where 
neural network algorithms and support vector machine algorithms are the most used ML algorithms, as the 
majority of tasks involve labeling data, such as intrusion detection, object tracking, and user authentication. 

 

Table 2. Studies targeting the smart cities domain are grouped by machine learning type, data processing task, and algorithm. 

Learning type Data processing task Algorithm Studies 

Supervised Classification Neural networks  [14–19] 

Support vector 
machines  

[14,16,20–25] 

Random forest  [20,26] 

Decision tree  [16,20] 

Regression Neural networks  [27] 

Random forest  [27] 

Decision tree  [27,28] 

Gradient boosting  [27] 

Logistic regression  [29] 

ARIMA  [30] 

Support vector 
regression  

[31] 

Linear regression  [31] 

Unsupervised Clustering DBSCAN  [23] 

k-means  [29] 

Feature selection PCA  [17,28] 

Auto-encoder  [16] 

 

The IoT layer in which the ML algorithms have been implemented in the studies targeting smart cities is 
summarized in Figure 3. It may be found that seven studies have implemented ML algorithms in the middleware 
layer. Furthermore, other seven studies have implemented ML algorithms in the sensing layer, where a preference 
for implementing ML algorithms in the IoT sensing edge is apparent. Regarding the problems to be solved by the 
ML algorithms, Figure 4 reveals that the majority of studies have targeted intrusion detection in the IoT networks 
and environmental monitoring, with six and five studies, respectively.  
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Figure 3. IoT layer in which the ML algorithms are implemented. 

 

 

Figure 4. Problems to be solved by the ML algorithms. 

3.2. Smart homes 

 

Smart homes commonly refer to forms of residence, such as houses, apartments, or units in social housing 
developments. In the context of smart homes, IoT applications may be employed to sense and control devices for 
the wellbeing of the occupants, with applications including occupancy detection, object/person tracking, and 
device control [32]. Table 3 summarizes the studies targeting the smart homes domain grouped by machine 
learning type, data processing task, and algorithm. It may be observed that supervised classification tasks have 
been preferred in smart home applications, where neural network algorithms and random forest algorithms have 
been the most used ML algorithms. A difference to the smart cities’ domain may be noted, as random forest 
algorithms have been more popular in smart homes, probably due to the low memory and processing power needed 
by the algorithms. 
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Table 3. Studies targeting the smart homes domain grouped by machine learning type, data processing task, and algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Neural networks  [33–36] 

Support vector machines  [37] 

Random forest  [38–42] 

Decision trees  [42–44] 

Boltzmann Machines  [45] 

Regression Neural networks  [46,47] 

Boltzmann Machines  [45] 

Unsupervised Clustering k-means  [40,47,48] 

Dimensionality 
reduction 

Non-negative matrix factorization  [49] 

 

The IoT layer in which the ML algorithms have been implemented in the studies targeting smart homes is 
summarized in Figure 5. It may be found that five studies have implemented ML algorithms in the middleware 
layer, mainly in third-party cloud platforms. Furthermore, other 14 studies have implemented ML algorithms in 
the sensing layer, where a preference for implementing in the IoT sensing edge is once again apparent. As a special 
case, a study has devised an IoT application that uses ML in both the IoT edge and the IoT middleware for intrusion 
detection by means of anomalous activity detection [42]. Regarding the problems to be solved by the ML 
algorithms, Figure 6 reveals that the majority of studies have targeted intrusion detection in the IoT networks and 
device identification, with four studies each. Following, activity recognition and energy management of devices 
have been targeted by the studies, with three studies each. In particular, a study has implemented an IoT 
application, which uses ML algorithms for device identification and energy management [45]. 

 

 

Figure 5. IoT layer in which the ML algorithms are implemented. 
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Figure 6. Problems to be solved by the ML algorithms. 

 

3.3. Smart buildings 

 

Smart buildings describe buildings that integrate materials, construction processes, intelligence, maintenance, and 
control as a single unit, based on the concept of adaptability and with the purpose of accomplishing energy 
management, efficiency, longevity, and comfort and satisfaction [50]. Table 4 presents the studies targeting the 
smart buildings domain grouped by machine learning type, data processing task, and algorithm. It may be observed 
that supervised regression tasks have been preferred in smart building applications, where neural network 
algorithms have been the most used ML algorithms.  

 

Table 4. Studies targeting the smart buildings domain are grouped by machine learning type, data processing task, and 
algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Neural networks  [51] 

Regression Neural networks  [52–54] 

Random forest  [55] 

Support vector machines  [56] 

Logistic regression  [57] 

Decanter AI  [58] 

Artificial hydrocarbon networks  [59] 

Unsupervised Anomaly detection Isolation forest  [60] 

Elliptic envelope  [60] 

Ensemble methods  [57] 

Reinforcement [52] 
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The IoT layer in which the ML algorithms have been implemented in the studies targeting smart buildings is 
summarized in Figure 7. It may be noticed that five studies have implemented ML algorithms in the application 
layer, mainly relying on historic data sensed for forecasting. Furthermore, four studies have implemented ML 
algorithms in the middleware layer and only one study has implemented an ML algorithm in the sensing layer. 
Regarding the problems to be solved by the ML algorithms, Figure 8 reveals that the majority of studies have 
targeted energy management and thermal comfort, with three studies each, followed by occupancy detection tasks. 
From the ten studies, one study has implemented an IoT application, which uses ML algorithms for device 
identification and network anomaly detection [57]. 

 

 

 

Figure 7. IoT layer in which the ML algorithms are implemented. 

 

 

Figure 8. Problems to be solved by the ML algorithms. 

 

3.4. Smart health 

 

Smart health denotes the procurement of health services by means of context-aware networks and sensing 
technologies [61]. Table 5 presents the studies targeting the smart health domain grouped by machine learning 
type, data processing task, and algorithm. It may be found that supervised classification tasks have been preferred 
in smart health applications, where neural network algorithms and support vector machine algorithms have been 
the most used ML algorithms.   
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Table 5. Studies targeting the smart health domain grouped by machine learning type, data processing task, and algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Neural networks  [62–65] 

Support vector machines  [66–68] 

k nearest neighbors  [68] 

Decision tree  [69] 

Taylor Expanded Analog 
Forecasting Algorithm  

[70] 

Regression Taylor Expanded Analog 
Forecasting Algorithm  

[70] 

 

The IoT layer in which the ML algorithms have been implemented in the studies targeting smart health is 
summarized in Figure 9. Most studies have implemented ML algorithms in the sensing layer, where a preference 
for implementing in the IoT sensing edge is once again apparent. Regarding the problems to be solved by the ML 
algorithms, Figure 8 reveals that the studies have targeted a varied array of problems, where no trend can be 
immediately detected.  

 

 

Figure 9. IoT layer in which the ML algorithms are implemented. 
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Figure 10. Problems to be solved by the ML algorithms. 

 

3.5. Smart grids 

 

Smart grids supply full visibility and pervasive control to energy providers over energy grids and energy services 
while empowering energy providers and customers with new ways of engaging with each other and performing 
energy transactions [71]. Table 6 presents the studies targeting the domain of the smart grid grouped by machine 
learning type, data processing task, and algorithm. It may be observed that supervised regression tasks have been 
preferred in smart grid applications, where neural network algorithms have been the most used ML algorithms.  

 

Table 6. Studies targeting the domain of the smart grid grouped by machine learning type, data processing task, and 
algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Naïve Bayes  [72,73] 

Random forest  [73] 

Decision trees  [73,74] 

Regression Neural networks  [75–78] 

Decision trees  [74] 

Unsupervised Clustering k-means  [77] 

Reinforcement [78] 

 

The IoT layer in which the ML algorithms have been implemented in the studies targeting smart grids is 
summarized in Figure 11. Similar to smart buildings, most studies have implemented ML algorithms in the 
application layer, where forecasting tasks from historic data is performed. Regarding the problems to be solved 
by the ML algorithms, Figure 12 reveals that the studies have targeted mainly energy forecasting and smart meter 
management.  
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Figure 11. IoT layer in which the ML algorithms are implemented. 

 

 

Figure 12. Problems to be solved by the ML algorithms. 

 

3.6. Smart transportation 

 

Smart transportation aims to ensure road safety, efficient mobility, and reduced environmental impact, while 
updating users according to the location, based on instrumented and interconnected vehicular ad-hoc networks 
[79]. Table 7 presents the studies targeting the smart transportation domain grouped by machine learning type, 
data processing task and algorithm. It may be noticed that supervised classification tasks have been preferred in 
smart transportation applications, without a clear preference for a specific algorithm. 
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Table 7. Studies targeting the smart transportation domain grouped by machine learning type, data processing task, and 
algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Neural networks  [80,81] 

Support vector machines  [82] 

Random forest  [80,83,84] 

Decision trees  [80,85] 

Naïve Bayes  [85] 

k nearest neighbors  [80,85] 

Bayesian networks  [85] 

Ensemble methods  [80] 

Unsupervised Clustering k-means  [86] 

 

The IoT layer in which the ML algorithms have been implemented in the studies targeting smart transportation is 
summarized in Figure 13. Similar to smart buildings, most studies have implemented ML algorithms in the 
application layer, although smart transportation applications focus on classification tasks. Regarding the problems 
to be solved by the ML algorithms, Figure 14 reveals that the studies have targeted mainly traffic management, 
being primarily performed in the application layer.  

 

 

Figure 13. IoT layer in which the ML algorithms are implemented. 

 

 

Figure 14. Problems to be solved by the ML algorithms. 
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3.7. Smart industries 

 

Smart industries integrate ICT into the value chains, enabling better and personalized products and services by 
means of efficient, adaptive and flexible production, provisioning, and supply-chain processes [87]. Table 7 
presents the studies targeting the smart industries domain grouped by machine learning type, data processing task 
and algorithm. It may be observed that supervised classification tasks, as well as unsupervised data generation 
tasks, have been preferred in smart industry applications. 

 

Table 7. Studies targeting the smart industries domain grouped by machine learning type, data processing task, and 
algorithm. 

Learning type Data processing task Algorithm  Studies 

Supervised Classification Neural networks  [88] 

Decision trees  [89] 

Unsupervised Data generation Auto-encoders  [88] 

 

The IoT layers in which the ML algorithms have been implemented in the studies targeting smart industries are 
the middleware layer and the application layer. In the middleware layer, automated defect inspection has been 
performed by means of neural networks and auto-encoders, while plant cultivation management has been 
performed in the application layer by means of decision trees. Having presented the review of the combination of 
IoT and ML in smart environments, the following section discusses the results of the review and the implications. 

 

4 Discussion  

 

This section presents the results of the survey of the combination of IoT and ML in smart environments. The 
findings and trends of the papers reviewed in this study are discussed, in an attempt to provide a strong foundation 
for successful implementations of ML algorithms in IoT applications in the context of smart environments. 

 

Several trends have been noted as a result of the review presented in this study. First and foremost, there seems to 
be a preference in research advance benefits of citizens rather than of industry. Smart buildings and smart 
industries are the least cited domains, while smart cities and smart homes are the most published domains with a 
high mean citation count. Furthermore, research seems to have given much attention to the use of ML in IoT 
network security applications in the majority of smart environment domains, while there seems to be a lack of 
interest towards environmental monitoring and global warming, in spite of being a pressing matter in the last 
decades. In addition, it has been identified that the smart transportation domain and the smart industries domain 
are smart environment domains, which have lacked attention and require more research efforts to be further 
developed.  

 

On the one hand, it has been found that studies targeting the smart homes and the smart health domains implement 
ML algorithms mainly in the IoT sensing layer, particularly in the sensing edge. Therefore, data privacy in the 
smart homes and the smart health domains has been able to be guaranteed, as sensitive data remains mostly in the 
sensing layer. In addition, the favored ML algorithms are lightweight in terms of processing power and memory 
usage, probably due to the usage of low-cost devices and low power availability. On the other hand, studies 
targeting the smart cities, the smart buildings, and the smart industries domains have a preference to implement 
ML algorithms in the IoT middleware layer, possibly due to high processing power availability of the cloud and 
ease of access to power sources and network resources. Also, the preferred ML algorithms in the smart cities, the 
smart buildings, and the smart industries domains are deep neural networks and support vector machines, which 
require more memory than other ML algorithms. 

 

Regarding the preference of data processing tasks, it has been observed that the studies focus mainly on supervised 
learning algorithms. For supervised regression algorithms, studies have attempted to solve mostly forecasting 
problems, with a preference for implementing ML algorithms in the IoT application layer. For supervised 
classification algorithms, studies have focused mainly on labeling and identification problems, with a preference 
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for implementing ML algorithms in the IoT sensing layer and IoT middleware layer. In addition, limited interest 
in unsupervised learning algorithms and reinforcement learning algorithms has been identified in the context of 
smart environments. 

 

Finally, there seems to be a lack of research efforts towards decentralized ML algorithm implementations. 
Decentralized ML algorithms have been implemented to solve problems like intrusion detection [19] and activity 
recognition in IoT-wearable devices [36]. Nevertheless, much research effort is still needed to perform more 
efficient data transmission and processing of data in the IoT sensing layer. As such, decentralized technologies for 
ML algorithms, such as federated learning and blockchain-based crowdsourcing, are recommended to be adopted 
in smart environment applications, providing more efficient use of resources in resource-constrained devices. 

 

5. Conclusions 

 
Smart environments/cities provide knowledge from the surroundings, acting and adapting accordingly, i.e. 
“smart”, to the needs of the inhabitants and improving the interactions between humans and the environment. Key 
elements in smart environments include IoT and ML algorithms, which provide the tools necessary for automated 
decision making. Despite its increasing importance in research and industry, reviews focusing on approaches using 
a combination of IoT and ML in smart environments have received little attention. Therefore, a systematic review 
of the combination of IoT and ML in smart environments has been presented in this chapter, summarizing and 
comparing the approaches used to combine both technologies.  
As a result of this book chapter, small research interest in the smart transportation domain and smart industries 
domain has been noted. In addition, it has been identified that known problems, such as IoT network security, 
have been addressed thoroughly by research. Nevertheless, pressing problems of recent decades, i.e. 
environmental damage and global warming have not been addressed sufficiently. Furthermore, insights into 
aspects of the implementation and efficiency of the approaches have also been provided. Mainly, a lack of adoption 
of decentralized ML algorithms has been identified, with recommendations for future implementation of ML in 
IoT applications in the context of smart environments, such as the use of federated learning and blockchain-based 
crowdsourcing. Future research may be conducted to implement the recommendations proposed in this chapter, 
verifying and validating the suitability of the recommendations for the combination of IoT and ML and serving as 
a basis for successful implementations of IoT and ML in smart environments. 
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