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Abstract. Smart monitoring and wireless sensor networks have advanced the 
worldwide implementation of smart city applications, improving the quality of 
life and reducing negative effects on the environment. The Internet of Things 
(IoT) has received special attention in recent years in the context of smart city 
applications, providing the technological backbone necessary to perform real-
time smart monitoring of the built and the natural environment. Nevertheless, 
due to the variety of IoT elements and technologies used in IoT frameworks for 
smart city applications, new implementations of IoT frameworks for smart city 
applications may have redundant IoT elements or may use inappropriate tech-
nologies. This paper aims to summarize and compare emerging IoT elements 
and technologies utilized in IoT frameworks for smart city applications by 
means of a systematic review. As a result of this study, a summary and compar-
ison of trends in IoT frameworks for smart city applications are provided. Fur-
thermore, recommendations for future implementations of IoT frameworks for 
smart city applications are provided, based on the findings of the systematic re-
view. It is expected that the findings of the systematic review and the recom-
mendations for future implementations of IoT frameworks presented in this 
study may serve as a guideline and a foundation for IoT framework implemen-
tations in the context of smart city applications. 
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1 Introduction 

Industry 4.0, cyber physical systems, and artificial intelligence have brought rapid 
advancements in smart cities and smart city applications, effectively replacing tradi-
tional civil engineering applications [1, 2]. Discussions regarding the constituents of a 
smart city may be found in research, where other terms, such as “intelligent city”, 
“digital city” and “ubiquitous city”, have also been used. However, common concepts 
in the discussions may be identified, such as the use of information and communica-
tion technologies (ICT) [3]. Essentially, smart cities improve the quality of life by 
means of user-friendly technologies and applications, i.e. smart city applications [4]. 
Smart city applications are usually supported by the Internet of Things (IoT), where 
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billions of interconnected “things” (IoT elements or devices) are coupled through 
wide area networks and the Internet [5]. In this regard, IoT frameworks provide the 
means for connecting IoT elements, serving as a basis for using IoT technologies.  

Although IoT frameworks provide the means for connecting IoT elements, imple-
menting IoT framework for smart city applications may become complicated, costly, 
and inefficient, in light of the variety of IoT technologies. Literature reviews of IoT 
frameworks and smart cities have given emphasis on different aspects, such as defini-
tions of the term “smart city” and the domains smart cities are composed of [6]. Other 
reviews have compared IoT technologies used in smart city applications [7]. Further-
more, challenges and opportunities for smart cities have been given [8]. Nevertheless, 
a lack of focus on trends in the technologies used by IoT frameworks for smart city 
applications has been identified. As such, this paper reviews the trends in IoT frame-
works for smart city applications. The remainder of this paper is structured as follows. 
The next section presents the concepts of smart cities and IoT frameworks required to 
perform the review. Then, the review of trends in IoT frameworks for smart city ap-
plications is provided, followed by a discussion of the trends. Finally, a short state-
ment on conclusions and future work is given. 

2 Concepts and guidelines 

This section presents the concepts of smart cities and IoT frameworks used as a basis 
for the review of trends in smart city applications. Working definitions and domains 
of smart cities are presented, followed by working definitions and architectures of IoT 
frameworks.  

When first coining the term “smart city”, it described an intelligent city, which por-
trays a technopolis and hard infrastructure [9]. Subsequently, the term has been de-
fined in several ways. For example as territories with the capacity for learning and 
innovation, building upon knowledge creation and creativity of their population, as 
well as digital infrastructure [10]. In addition, research has attempted to define the 
domains constituting smart cities, as described in [11]. From the aforementioned re-
view, two examples have been selected as a basis for this study. In [12], the authors 
have listed the smart city domains as smart economy, smart people, smart governance, 
smart mobility, smart environment, and smart living. Thereupon, in [13], the list has 
been expanded to include smart buildings, while categorizing the smart city domains 
into soft domains and hard domains. On the one hand, soft domains refer to intangible 
characteristics of smart cities. On the other hand, hard domains refer to tangible char-
acteristics of smart cities. Considering the smart city domains mentioned above, this 
study considers smart economy, smart governance, smart citizens (replacing smart 
people), and smart living as soft domains of a smart city, and smart mobility, smart 
environment, and smart infrastructure (replacing smart buildings) as hard domains of 
a smart city. 

As with the several definitions of the term “smart city”, IoT frameworks have been 
defined in several ways. For example, IoT frameworks have been defined as a user-
friendly environment capable of supporting billions of IoT devices, facilitating the 
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development and testing of new functionalities [14]. Regarding the architecture of IoT 
frameworks, the IEEE Internet Initiative (2015) has proposed a three-layered IoT 
framework architecture constituted by an application layer, a networking and data 
communications layer, and a sensing layer [15]. Additionally, a similar IoT frame-
work architecture has been proposed, consisting of an application layer, an integration 
middleware layer, a gateway layer, a device layer, and a sensor and actuator layer 
[16]. In this study, both architectures are merged into a three-layered IoT framework 
architecture, composed of sensing layer (including gateways, devices, sensors, and 
actuators), middleware layer (including networking and data communications), and 
application layer. Based on the concepts presented thus far, the following section 
identifies the trends in IoT frameworks for smart city applications, comparing the 
smart city domains targeted by the IoT frameworks and the IoT elements and services 
offered by the IoT frameworks. 

3 Review of IoT frameworks for smart city applications 

This section reviews the trends in IoT frameworks for smart city applications. To 
make this study brief, the application layer of the IoT frameworks, which is primarily 
used for data visualization, has been omitted because it does not include IoT elements 
and technologies to be reviewed.  

The review methodology pursued in this study includes three phases. In the first 
phase, data has been collected. In this phase, 42 studies between the years 2016 and 
2020 and indexed in the Web of Science Core Collection, supplemented by conference 
papers indexed in the Scopus database, have been gathered. The search string used for 
the data collection is (“smart cities” OR “smart infrastructure” OR “smart living” OR 
“smart environment” OR “smart mobility” OR “smart economy” OR “smart citizens” 
OR “smart governance”) AND (“Internet of Things” OR “IoT” OR “IoT framework” 
OR “IoT platform”). In the second phase, the data has been organized and the IoT ele-
ments of each layer of the IoT frameworks have been tabulated, based on the concepts 
presented in previous section. The focus on the sensing layer has been put on the IoT 
devices (hardware) used in the IoT frameworks. The focus on the middleware layer has 
been put on the IoT services (software) provided by the IoT frameworks. In the third 
and final phase, the data is analyzed, summarized and compared. The results of the re-
view, in accordance with the methodology, are the listed as follows. 

 

 Smart city domain: As presented in the previous section, smart cities are con-
stituted by seven domains and IoT frameworks for smart city applications are 
usually developed to be used in only one of the domains. However, several 
studies have presented IoT frameworks that may be used in more than one 
smart city domain [17]. Figure 1 presents the quantity of IoT frameworks that 
can be used in each of the seven smart city domains. Hard domains are pre-
sented in yellow, soft domains are presented in green stripes, and an extra cat-
egory presented in white is used to group the IoT frameworks that may be used 
in any of the seven smart city domains. It may be observed that 39 IoT frame-
works have been used in hard domains of a smart city, while eight IoT frame-
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works have been used in soft domains. In addition, eight IoT frameworks have 
been developed to be used in any smart city domain. 
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Fig. 1. Categorization of IoT frameworks into the smart city domains. 

 Sensing layer: As mentioned previously, focus in this study is put on the IoT de-
vices used in the sensing layer. Figure 2 presents the IoT devices used in the sens-
ing layer and the quantity of IoT frameworks that use the IoT devices. IoT frame-
works may be developed to accept any IoT device or specific IoT devices. It has 
been found that 15 IoT frameworks have been developed to use any IoT device, 
enabling interoperability. Contrarily, it has been found that 31 IoT frameworks 
have been developed to use specific IoT devices. However, some IoT frameworks 
have reported being able to use more than one specific IoT device type, as in [18]. 
In this regard, it has also been found that custom IoT devices are used 11 times, 
Arduino-based IoT devices are used eight times, smartphones are used six times, 
and Raspberry Pi-based IoT devices are used six times. 
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Fig. 2. IoT device types used in the sensing layer of IoT frameworks. 
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 Middleware layer: Opposing the sensing layer, focus in this study is put on 
the IoT services provided in the middleware layer. Thus, Figure 3 presents the 
services that are provided by the middleware layer and the quantity of IoT 
frameworks that provide the services. It has been found that the most-provided 
services are database management and authentication services, which are used 
in 32 IoT frameworks, and event and alert management, which has been pro-
vided in 27 IoT frameworks. Following, resource management and resource 
discovery has been provided in 23 and 21 IoT frameworks, respectively, allow-
ing the management and registration of the IoT devices of the sensing layer. It 
has also been found that 12 IoT frameworks provide machine learning func-
tionality, performing data analytics and forecasting. Furthermore, 11 IoT 
frameworks have provided encryption services, adding an extra layer of securi-
ty to the IoT frameworks. Finally, it has been identified that the least provided 
service, offered in three IoT frameworks, is code management. 
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Fig. 3. Services provided by the middleware layer of the IoT framework. 

4 Discussion and implications 

This section discusses the results of the review of trends in IoT frameworks for smart 
city applications presented in the previous section. Discussions of the trends of IoT 
frameworks for smart city applications, in relationship to smart city domains and 
sensing and middleware layers of IoT frameworks, are presented as follows. 
 

 Smart city domains: On the one hand, it has been identified that hard do-
mains of smart cities are targeted by the majority of IoT frameworks, probably 
due to ease of implementation and quantification of results, as hard domains 
refer to tangible assets and characteristics of a smart city. On the other hand, 
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soft domains have rarely been targeted, where the results are harder to quanti-
fy, probably due to the intangible nature of soft domains. Therefore, it has 
been noticed that smart cities seem to prefer to invest more in smart city appli-
cations that provide fast and quantifiable results. 

 Sensing layer: It has been found that the usage of specific IoT devices has 
been preferred by the majority of IoT frameworks. However, the preference for 
specific IoT devices derives in a lack of interoperability and possible problems 
of upgradeability, when new IoT technologies and IoT devices become availa-
ble.  

 Middleware layer: Representing basic services for the operation of the IoT 
middleware layer, database management and authentication services have been 
identified as the services that are mostly offered. Therefore, additional services 
of interest, such as machine learning and data analytics services, emerge in IoT 
frameworks, as large amounts of data are readily available. Nevertheless, it has 
been observed that some IoT frameworks may be vulnerable to security 
breaches, related mainly to the lack of data encryption. 

5 Summary and conclusions 

In this study, definitions and concepts of smart cities and IoT frameworks, as well as a 
review of trends in IoT frameworks for smart city applications, have been presented. 
The IoT technologies and IoT devices have been summarized and compared. An ex-
tended version of this systematic review may be found in [19]. 

Since IoT frameworks are usually based on a three-layered architecture, constituted 
by a sensing layer, a middleware layer, and an application layer, which can distribut-
edly be located in distant geographical positions, it becomes necessary to guarantee 
secure communication between the layers. As a result of this study, it has been identi-
fied that, in spite of most IoT frameworks offering authentication services, there are 
possible security vulnerabilities in the IoT frameworks, as few offer encryption ser-
vices. In addition, the lack of interoperability and code management has to be targeted 
as well, thus enabling the use of future IoT devices and IoT technologies. As a result 
of the findings of this study, it has been identified that IoT frameworks for smart city 
applications should address decentralization, interoperability, security, and modulari-
ty, as well as a need to address the use of the IoT frameworks in the soft domains of a 
smart city. 

Future research may focus on the development of new IoT framework concepts for 
smart city applications, targeting the issues revealed in this study, i.e. a lack of in-
teroperability and decentralization of the services as well as security and modularity. 
Furthermore, the development of IoT frameworks that can be used in soft domains of 
a smart city may be addressed, thus giving focus to the quality of life of the citizens. 
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